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Abstract—Packet matching plays a critical role in the per- as “deny” packets. In fact, discarded packets might cause
formance of many network dev_ices and a tremendous_ amount more harm if they are rejected by the default-deny rule as
of research has already been invested to come up with better they traverse a long matching path. This problem is even

optimized packet filters. However, most of the related works . S e .
use deterministic techniques and do not exploit the traffic MOre critical when application-level filtering is used. Thus,

characteristics in their optimization schemes. In addition, most €fficient yet easy to implement packet filtering techniques are
packet classifiers give no specific consideration for optimizing highly crucial for successful deployment of traffic filtering
packfst rejection, which is important for many filtering devices technologies on the Internet.
like firewalls. . . In the first part of this paper, we propose a technique that
Our contribution in this paper is twofold. First, we present . . .
a novel algorithm for maximizing early rejection of unwanted analyzes the flrgwall policy r_ules in order to construct a set of
flows with minimal impact on other flows. Second, we present rules that can reject the maximum number of unwanted packets
a new packet filtering dynamic optimization technique that (i.e., discarded by the policy rules) as early as possible. This is
uses §tatistica| search trees to utilize 'traffic. characteristics and gn NP-complete problem and thus we used an approximation
minimize the average packet matching ftime. The proposed 5 qnithm that pre-processes the firewall policy off-line and
technigues timely adapt to changes in the traffic conditions . . .
by performing simple calculations for optimizing the search generatgs d|ffere|jt near-optlmal solutions. However, the mogt
data structure. Our techniques are practically attractive because appropriate solution that incurs the least overhead cost is
they exhibit simple-to-implement and easy-to-deploy algorithms. dynamically selected based on the network traffic statistics.
Our extensive evalugtion study gsir)g Internet. traces shows that  The second part of this work is highly motivated by the
the proposed techniques can significantly minimize the packet |yaret traffic properties that were observed in our study
filtering time with reasonable memory space requirements. . .
in this paper and addressed by other researchers [17] as
well. Our study of many Internet and private traces shows
|. INTRODUCTION that the major portion of the network traffic/flows matches
Packet classification is a critical component that determinassmall subset of the field values in the firewall rules. We
the performance of many network devices, including firewallaJso observed that this “skewness” in traffic distribution is
IPSec gateways, Intrusion Detection Systems, DiffServ alikiely to stay for time intervals that are sufficient to make
QoS routers. The main task of packet filters or classifiers $sch skewness important to consider in packet filtering. We
to categorize packets based on a set of rules representingttiegefore propose using statistical search trees based on the
filtering policy. The information used for classifying packetsnatching-frequency of different field values in the policy, as
is usually contained in distinct header fields in the packetalculated from the traffic. The ultimate tree is a combination
which are protocol field, source IP/port, and destination IP/pat alphabetic trees optimized on each field-level to consider
in IPv4. Each filtering ruleR is an array of field values. the frequency distribution of different field values. We pre-
A packet P is said to match a rule? if each header-field sented two tree structures: cascaded tree structure for single-
of P matches the corresponding rule-field &f In firewalls, threaded processing, and parallel tree structure for network
each ruleR is associated with an action to be performed rocessor platforms. Both the early rejection and the statistical
a packet matches a rule. These actions indicate whetherséarch tree algorithms exhibit lightweight implementations
block (“deny”) or forward (“allow”) the packet to a particularand require no special support in firewalls. They can also
interface. For example, a filtering rule=(TCP, 140.192.*:23, be generalized for other filtering devices such as IPSec and
** allow) matches traffic destined to subnet 140.192 and TARtrusion Detection Systems.
destination port 23 only. A firewall policy consists of rules Packet filtering optimization has been studied extensively in
R1, Rs, ..., Ry. Since any packet may match multiple ruleshe research literature [9]. However, many of the current packet
in the policy, based on the rule ordering, the first matchingassification techniques exploit the characteristics of filtering
rule is given the highest priority. If a packet does not matatules but they do not consider the traffic behavior in their
any of the rules in the policy, then it is discarded because thptimization schemes. Being deterministic, these techniques
default rule (last rule) is assumed to be deny [1]. guarantee an upper bound on the packet matching time. On
With the dramatic advances in the network/link speethe other hand, our statistical matching approach aims to
firewall packet filtering must be constantly optimized to copenprove the average filtering time. In addition, unlike many of
with the network traffic demands and attacks. This requiréise presented techniques, our technique has much less space
reducing the packet matching time needed to “allow” as watbmplexity. The use of statistical trees for optimizing routing



table lookups was discussed in [11]. However, the propost d dimensional regions are linked in a Fat Inverted Segment
technique uses only a single field (routing prefix) that hagee of bounded depth, and the common partitions are pushed
a given frequency distribution. Our scheme, however, us@ in the FIS tree. The main advantage of the FIS technique
statistical trees of multiple-field values that are dynamicallg that it scales well with the number of filtering rules.
updated to reflect the network traffic statistics. Moreover, to Work on decision-tree based classification algorithms based
the best of our knowledge, the early rejection problem wasm geometric cutting was introduced by Gupta and McKe-
not addressed by any of the related work. own [9] and Woo [22]. Both schemes build a decision tree

The paper is organized as follows. In Section Il we providasing local optimization decisions at each node to choose the
describe the previously published related work. In Section Ihlext bit or field to test. The paper by Woo [22] goes one
we present a technique for early classification of rejected pacitep ahead by using multiple decision trees. While this may
ets. In Section IV we present our statistical-tree based packstrease search time, it can greatly reduce storage. Similarly,
classification technique. In Section V we present an evaluatitire Hierarchical Cuttings (HiCuts) scheme described in [10]
study for the proposed techniques. Finally, in Section VI weses range checks instead of bit tests at each node of the
present the conclusions and our plans for future work. decision tree.

Gupta and McKeown [9] proposed a heuristic approach
called Recursive Flow Classification (RFC). One advantage of
RFC is that the various lookup stages can be pipelined, so in

The packet classification problem has been extensivejyhardware implementation the classifier can have a very high
studied receﬂtly. The basic approach to paCket ClaSSificatiOQH.ﬁoughput_ However, this approach does not scale to medium
to sequentially search the rule list until a match is found. Abr |arge number of rules.
though this approach is very efficient in terms of memory, the Aithough all previous work contribute significantly to the
scalability of this solution is generally poor, as the search timgjyancement of packet classification research, their main ob-
is proportional to the length of the rule list. The main solutionj@cti\,e was to improve the worst-case matching performance.
to improve the search times use various combinations of oneiince, they do not exploit the statistical filtering schemes to
more of the following: hardware-based solutions, specializ%prove the average packet matching time. In addition, they
data structures, geometric algorithms, and heuristics. mostly exhibit high space complexity.

Hardware-based solutions using Content Addressable Mem=he related work closest to our approach is the one proposed
ories(CAM) exploit the parallelism in the hardware to matcBy Gupta [11]. By introducing statistical data structures in
multiple rules in parallel. They are not very flexible due t@ptimizing packet filtering, this paper became one of the most
cost, power and size limitations of CAMs. Other hardwargteresting foundation publications in this domain. In this
based solutions are described in [18], but still limited numbgfork, depth-constrained alphabetic trees are used to reduce
of rules. The policy rules are structured as a trie, with @okup time of destination IP addresses of packets against
classification time Q) where B is the total number of bits entries in the routing table. The authors show that using statis-
on all dimensions. This value can still be exceedingly largga| data structures can significantly improve the average-case
(e.g, for the 5-tuple in IPv4B = 104). lookup time. As the focus of the paper is on routing lookup,

Aggregated Bit Vector (ABV) approach [2] solves the probthe scheme is limited on search trees of a single field with
lem with d independent lookups on one dimension, followeghitrary statistics. In addition, the paper provides no further

by a combining phase. For each dimension, a lookup is dogétails on traffic statistics collection and dynamic update of
using a trie, and the final result is then computed by finding thige statistical tree.

rule with the highest priority in the common results. Moreover,
ABYV represents the list using a compressed bit vector to save
storage requirements.

A wide variety of specialized data structures have been used-irewall rules are often written as exception®.( accept
for fast packet classification. Srinivasan et al. [20] build rules) to the default deny rule for incoming traffic. This might
table of all possible field value combinations (cross-productskplain the research emphasis on optimizing the acceptance
and pre-compute the earliest rule matching each cross-proddeicision path in firewall filtering. However, rejected packets
Search can be done quickly by doing separate lookups on eagljht traverse long decision path of rule matching before
field, then combining the results into a cross-product tablleey are finally rejected by the default-deny rule. This causes
followed by indexing into the table. Unfortunately, the size ofignificant matching overhead proportional to the number of
the cross-product table grows significantly with the number afiles in the firewall policy. Although packets can be rejected by
rules. intermediate deny rules in the policy, we focus on optimizing

A geometric algorithm was proposed by Feldmann et al. [#hatching of traffic discarded due to the default rule as it has
introducing a data structure called Fat Inverted Segment (Fi&)more profound effect on the performance of the firewall.
Tree. FIS partitions the first dimension with the endpoints ¢fi addition, optimizing intermediate rule matching is also
the projection of the rules on that dimension. Each of theonsidered in Section IV. In this section, we will describe
segments is then partitioned, according to the remaining di-technique that reduces the matching of discarded packets
mensions of the rules covering each segment, into a numbebgfdynamically introducing an optimal set of early rejection
ad dimensional regions. To avoid an ®¢) space complexity, rules in firewall policy. Considering that the amount of rejected
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Ill. EARLY TRAFFIC REJECTION



traffic is usually less than the accepted traffic, our goal isspected. For example, a typical rule can look like;
to select the minimum number of early rejection rules that _
has the maximum discarding effedte(, covering the discard 10 = (DPort #80) A (DPort 7 20) A
address space in the policy) and they are dynamically adaptive (DAddr # 15.16.17.18) A (Proto # UDP)
to characteristics of the recently discarded traffic.

The address space of the traffic matching the default defy Rejection address-space based optimization

rule (.e., policy discard space) is obviously the complement Because it is an NP-Complete problem; searching for the
of the address space represented by all preceding rules [Igihimum size solution is practically not feasible as the policy
Intuitively, if a packet does not match any of the field valuesjze increases. Moreover, we need to have different solutions,
common to all “allow” rules, then this packet should bgs each one will be able to detect a different set of rejected
rejected as early as possible to save any further matchingys.

through the policy. Thus, the early rejection rules (RR) can bewe use two approximation algorithms to solve this problem.
formed as a combination of the common field values that coveke first one has an approximation ratio lof In(| S |) [15],

all rules in the policy. Considering that the number of distinghile the other uses relaxed integer programming and results
field values is usually small relative to the policy sizeg, in an f-approximation ratio [13], wherg is the maximum
number of used destination ports is much less than the numagmber of subsets that any element can belong to (that in our
of rules), we can show that these rules are more feasiblecigse will be 5 for the basic form of firewall rules;proto,

find. We will search in the firewall policy for a combinationsrcip, dstIP, srcPort, dstPoit. The latter algorithm is better

of common field values such that every rule uses at legst almost all policy sizes (50+ rules) as it gives better

one of these values. For example, if all accept rules use @proximation ratios, but we use both to help in generating
destination a certain subnet or port number, then packets thatore diverse set of solutions.

do not have this destination address, or destination port can
be safely rejected without any further matching.

Let us takeS as the set of policy rules, and Iéﬁ be the
set of all therules having in field f; the valueuvy,.

Definition 1: Let V(f;) = {vx|3 a rule in the policy that
have the valuey, for field f;}, thenS] = {rilfj = vi =
l...n,j =1...5} where f* represents the value of field
in rule q.

B. Dynamic rule selection

The set cover approximation algorithm generates a st of
to be used as early rejection rules. However, we do not know
in advance how many and which ones that we should use to
achieve an optimal rejection solution. In this section we will
show how we can address both issues using both the policy
. information and traffic statistics to determine the proper set
Intuitively, Sy is the set of rules having in field; the same of A’'s to be used as RR. Moreover, the upcoming analysis
value v,. The number of different setsS{) is equal to the depends on the complexity of the underlying packet filtering
number of distinct values3(;_, [V(f;)]) in all the policy algorithm that will be used for the remaining portion of the
rules’ fields. The problem is to find a subset of #higs, such traffic (i.e., those packets not early rejected). Thus, a general
that each rule in the policy is a member of at least one ahalysis that covers all filtering algorithms is not feasible and it
them. has to be formulated on a case-by-case basis. For simplicity,

Definition 2: Let A represents the set of all possibﬁ,, we assume a linear filter_ing algorithm. This choic_e is alsp
and let A’ C A represents a selection of)’s such that Justlfle_d by the fact that I_mear-searc_h b_ased techniques will
Usicar Si‘ - S, benefit the most by applying early rejection.

k ' It is intuitively clear that the more Rejection rules (equiva-
lently, A’’s), the more likelihood to reject unwanted traffic as
o , eachRR tend to cover a different space. So let us assume for

Theorem 1:The problem of finding the set of field valuesye saxe of simplicity that alRR’s have the same probability
of minimum size suph that each rule in the policy contains gt rejecting a packet, and rejected traffic is only rejected
least one of these field values is an NP-Complete pmblemthrough the default rulei.e., no traffic is targeted to the
This can be proved by reducing the set cover problem Wiffeny rules within the policy). Now, také, as the portion
bounded element frequency (vertex cover, if frequency ¢ traffic that will be early rejected using RR'’s, and iy
exactly 2). For the detailed proof; refer to [6]. as the maximum percentage of the traffic that can be early

Using a solutionA’ we can form a Rejection Rule (RR),rejected. Then for the early rejection rules to decrease the
such that for everyS] € A’ there will be a Rejection term average number of comparisons, the number of rejection rules
(RT) that together compose RR. Hence, we use RR 4hd r should be governed by;
interchangeably throughput this paper.

This means that the set of rules covered Ayrepresents all
the rules in the policys.

n T n
5(1 - (;inf) + néinf >§6r + (T + 5)(1 - 6inf)

RR= N\ (Pkt(f;) # vi) o + (4 1) (Bt — 6,)
Siea’ This leads to:

r< —— (2)
where Pkt(f;) is the value of fieldf; in the packet to be



Algorithm 1 Startup Phase rule. We also haveds/dr > 0, d6/dr,dv/0r < 0, and

<8, A ><—5 Convert(Policy Rules) a+ G- +v-+6,. = 1. Let Ad,. be the portion of the total traffic
Z’T”o: 2oy that is rejected by the'” RR. Then we can simply show that
repeat —
51’ «— Approx_SetCover(S, A) Br—1+Yr—1 = Br + v + A6, 4)
RR_Set« Build_Rules(A) To justify adding the-** RR rule: A, — A, _; < 0 must hold.
ie—it 1 _ Thus, using (3) and (4) we can derive the following condition:
until @ >= rmas OF Ais empty s
io{r_t(FfRSet) by size, shorter first NS, L5 + v 5)
Active_RR list — RR_Set(r) ¢ n
Alternatively, it can be written as
Algorithm 2 Dynamic Rule Selection AS, > c(1—5,+) 6)
if Ag, > U=2etim) then 2n
Active_RR list — rule r {Remove last rule, rule}r to facilitate evaluation at run time according to the type of
rer—1 statistics kept at the firewall. After each window of time, the
ﬁn?}g&seﬂ > then {More rules to be addad added rule can be_ evaluated based on (5) or (6) tq decﬁde
rer41 whether ther'” RR is to be used or removed, as described in
Active_RR list — RR_Set(r) Algorithm 2.
end if Initially, we can add the RR'’s in order of their length, as
sort ActiveRR list according to hit frequency shorter rejection rules are faster to evaluate and cover more

space than longer ones. As the traffic statistics shows the
effectiveness of each RR, this will be used periodically to

The left term in the inequality represents the average numhigfther enhance the operation by dynamically selecting the
of comparisons per packet without using early rejection, whilgost valuable early rejection rules. Moreover, RT's are sorted
the first, second and third terms in the right side of thgithin each rule according to their effectiveness; to optimize
inequality represent average cost of rejection by the early rejeghning time using shortcut evaluation of each RR’s.
rules, acceptance/rejection by the policy and rejection by theThe three algorithms show the main operations of the early
default rules respectively. We can see that the bound- orvejection module. In Algorithm 1, we build up the candidate
keeps on increasing for all values &fas long as added rulesrejection rule list out of different solutions to the set cover
can reject more packets. So, this implies that we can add eX§f@blem. Algorithm 2 is responsible for the periodic addi-
RR’ to optimize filtering as long as the bound is satisfied. tion/removal of rules according to the performance gain/loss

More careful analysis is needed to determine the effect 6f each rule. Algorithm 3 shows the per-packet operation of
adding a specific RR. Let be the traffic portion accepted byfiltering; showing the location of early rejection relative to
the policy, and after adding early rejection rules we have normal packet filtering, as well as the update of statistics
or, By, and~, be the traffic portion rejected by the RR’srequired for early rejection. Also, it triggers the dynamic rule
the policy denyrules, and the default rule respectively. Nowselection algorithm every window of packets to re-tune the
we can state the average number of comparisons/matching #gfve early rejection rule list. The use of a pre-processing
packet after adding the RR as follows: phase (Algorithm 1) for generating the set cover is to avoid
a+ B the calculation of new solutions as we go at run time, which
+7)  (3) s very computationally expensive to be used in real time.

oy
A, = C'T(E +a+ 6+ 7)) +n(

where ¢ is the relative evaluation cost of an RR which is

usually proportional to the number of terms included in the IV. STATISTICAL OPTIMIZATION OF FILTERING TREES

Although most of the previous work on filtering optimiza-
tion was based on deterministic techniques, our proposed

Algorithm 3 Early Rejection scheme considers the statistical properties of the traffic passing
Match Packet against ActivRR list (W' shortcut evaluation) through the firewall to construct a search tree that gives a
if packet matched any Riten near-optimal searching time. We use an adaptive alphabetic
{ﬁlggé’ﬁ‘ékﬁ_tr A6, of matched rule tree that dynamically inserts the most frequently usietd
INCREMENT 6, valuesat the shortest path in the search tree. This results in
else a significant matching reduction for the most popular traffic.
send packet to normal filtering process One of the important traffic characteristics commonly observed
INCREMENT .., o, or 3, in our analysis of a number of Internet and private traces
eDTEdcll];EMENT WindowExpired is the skewness of the traffic matching in the policy, which
if Window Expired = Othen reveals that the majority of the mboun_d or out_bound packet is
Call Dynamic Rule Selection matched against a small subset of all filtering field values in the
Window_Expired =W indow firewall policy. What makes this technique even more attractive

end if is the fact that (1) traffic skewness property is unlikely to
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Fig. 1. CCDF distribution of (a) flow size, and (b) flow duration for Internefig. 2. Analysis of the frequency of packet-header field values: (a) skewness
traces at the University of Auckland. from uniform distribution, and (b) time correlation of the distribution.

change over a short period of time, and (2) the total numbgimilarly, Figure 1-(b) shows about 50% of the flows last 2
of different filtering field values is highly unlikely to be largeseconds or less, while 20% have last 10 seconds or more. It
in a firewall policy, retaining a reasonably shallow alphabetigiso shows that the long-lived flows carry around 50% of the
tree. Thus, a good implementation of this scheme can reswéffic. Thus, these observations clearly indicate that a small
in a significant performance gain over the deterministic opiortion of the firewall policy is used for matching a significant
mization techniques that use static bounds. portion of the traffic over extended time periods. We call this
Our proposed technique can be summarized as followSe locality of flow matchingin firewall filtering. Previous
The matching frequency for all filtering rules in the firewalktudies [17] have also shown that while the majority of
policy is periodically calculated from traffic statistics. Thesgnternet flows have short flow sizes, the considerable amount
statistics are then used to construct an alphabetic search #eternet traffic is constituted from the long flows. A similar
for every filtering field. The constructed trees for each field aghservation was also shown for the flow duration.
combined to obtain a statistical matching tree of all rules in 2) Packet field properties:m this Study, we ana|yze the
the policy. Finally, the alphabetic tree is updated/reconstructggicket-header field values that occur in Internet traffic traces
periodically to match the most-recent traffic characteristics. fhd we observed the following properties:

this section, we will first present our traffic trace analysis and  skewed field value frequencieBhe field value frequency

then describe in details each one of these steps. is the number of packets that carry this field value within
a certain interval of time. The field frequency distribution
A. Locality of matching properties in firewall filtering is found to follow a skewed distribution. To measure this

The behavior of Internet traffic retains several characteristie§8Wness we use information theory formulation to quantify
that can be utilized in the optimization of packet filters. I§he Entropy of any given distribution [4]. The skewness
this section, we highlight some observations and properti@tor Sy of a filtering field f is a value between 0 (for a
of Internet flows and packet headers, and we briefly descriB@n-skewed/uniform distribution) and 1 (for a totally skewed
how these properties can be useful in reducing the matchifigtribution). Sy is defined by the formula:
time in packet filters. The traffic analysis was performed on S pilepr
several Internet packet traces collected at the edge routers of Sp=1+ %
DePaul University and University of Auckland networks [19]. gn
The traces are stored as one-hour packet header logswherep; is the probability of field value; and it is calculated
different days of week and times of day, each containing tlas the ratio of the number of packets matchingo the total
header information for 3M to 10M packets that reflect realistitumber of packet received. Alsois the number of possible
network conditions. values of fieldf.

1) Packet flow propertiesFrom our analysis, Figure 1-(a) For each traffic trace, the packet-header field frequencies
shows that about 60% of the flows have 3 packets or lessid the skewness of the frequency distribution are calculated
while 20% have 10 packets or more. The figure also shovies all field values over varying sampling time intervals. We
that the long flows carry around 70% of the Internet traffimbserved that some field values are very highly skewed, while

)



Field Value | Statistics
dstport | 25-27 0.11
dstport 23 0.01
dstport 53 0.19
dstport | 80-88 0.60
dstport | 20-21 0.08
dstport 22 0.01

TABLE |
EXAMPLE STATISTICS OF THE DESTINATION PORT FIELD

take in consideration the non-uniform (skewed) distribution

Fig. 3. Search tree for the destination port statistics in Table I: (a) binaR;operty _Of_the field va_lues _matchmg based on the _traﬁ_lc
tree, and (b) alphabetic tree. characteristics as described in Section IV-A. To exploit this

ther fields h derat | K Fi 5 h dproperty, a statistical search tree can be built using the values
other TIelds have moderate or Jow Skewness. Figure -(a) SN %ach filtering field in order to minimize the average match-
the skewness of field value frequency distribution of inbou

NHg time. This tree basically inserts values of higher occurrence
traffic. This figure basically shows that observed values of t%gg y g

ili hing f high levels th
source port field have a high skewness factor in the range 0. obability (matching frequency) at higher tree levels than

0.6. while the destinati dd h derate sk e values with less probability. This way, field values that
-0, While the destination address has moderate SKewness ra&)‘?ﬁmonly exist in the traffic will exert less number of packet

Ef O.2|-0.5,kand bothfths s?grgevz;ddrless al??h_gzzt'?ft'op prﬂgtches in comparison to uncommon values, resulting in a
ave fow skewness ot about U.. Ve aiso call thisdeality o significant reduction in the matching of most popular flows,

field—valge matchingecause it shows that.orllly small portio,'}educing the overall average filtering time of all flows.
of the field values are used by the majority of the traffic. Although the statistical-based tree matching may not be in

to re_(lj__uce numtl)etr gf fr.“"li;"h'qg fofr this trafﬂ;. K h most popular packets. The more the skewness in the traffic
lon t'r:?e'cfr\:fna € wliﬁ | vta L\;ve r(;:q;ertlﬁle Drr rllo;/iv n vavthdistribution over field values, the more the gain in the filtering

ong this SKewness ast, we study the correfation o .Eerformance. Even in the worst case scenario when the traffic
frequency distribution of packet field values over Consecu“\(ﬁstribution is uniform, our techniques cannot do worse than

time intervals. We use theorrelation factor C; of field f qe binary search as a lower bound, which we can argue that

as a value between 0 (for an uncorrelated distribution) anq’s unlikely to occur for all the fields at the same time for long

(for a totally-correlated distribution), and it is calculated &me. Our analysis of large number of various traces presented

follows [5]: in Section IV-A supports this. In addition, we will also show
o = iz (Pi = 1) (@i — 11q) ®) how this scheme can dynamically track changes in the traffic
! n-op-og characteristics over time.

wherep; is the probability of field valuey; in a certain time
interval, andg; is the probability in the following interval. C. Matching tree construction using alphabetic trees

The quantitiesy,, and i, represent the mean, while, — nere are several types of statistical search trees that we can
and o, represent the standard deviation of the probabilifyy 1oy in our technique. We choose the Alphabetic Search
distributions. , . Tree [14] mainly because its construction has low complexity
We calculated the correlation of the frequency dlstrlbutlovr\1,hen compared with the Optimal Binary Search tree, and it
for varying time intervals. We observed that some packefjs, a5 |ess searching overhead when compared to Huffman
header fields retain high time correlation, while other fiel ees [16]. Optimal alphabetic binary search trees have been
havelm.ode.rate to low Icorlrela.tlrc]mh We also ob?err]veq that 18 jied for a long time. The best time complexity, for building
correlation increases slowly with the increase of the time Wity ainhabetic binary trees is achieved by two algorithms:
dow size. Figure 2-(b) shows the time-correlation of the field  1\,cker [14] and Garsia-Wachs [8]. The resulting tree is an

value_frequency d?stribution. '_I'his figure shows that Sourci?ptimal alphabetic binary tree and the complexity of building
port field has a high correlation factor close to 1.0, Whl|ﬂ.|e tree is Of 1z n)

the destination address and port have moderate correlatio he alphabetic tree stores field values in the leaves based

range of 0.7-0.9, and th.e source address_has low correlauorbﬂ given weights such that the inherent order of the stored
about 0.6. Therefore, this shows that the field value skewnes es is preserved. So, at each internal node we can tell
a valid statistical property that is practically useful to optimizgnat the left subtree contains nodes that have values less than
matching against_popula_r filtering field values in the policy fcirhose at the right hand-side. This added constraint of enforcing
a reasonable period of time. an order on the placement of values in the tree enables the
o _ matching algorithm to branch left or right based on the value
B. Statistical matching tree extracted from the packet as in the case of binary search trees
Although binary tree search gives as the worst case seagstd eliminates the need for preprocessing of the packet field
time aslgn wheren is the number of elements, it does notalues.



®) Algorithm 4 BuildTree (S, F)

S: Set of rules

F: Set of filtering fields

if |S| < limit then
return S

end if

for all f; € F do
for all v, € V(f;) do

C(vk) = Er,;es{, C(r:)

end for

Fig. 4.  Aggregate matching tree structure for (a) cascaded matchiréq,‘gig:rmatesfj

(b) parallel matching. ChooSefes: : Sy, < Sijfj cF
T = Construct Alphabetic Tree fofycs:
for all vy € V(fpest) do
Figure 3-(a) shows the normal balanced binary search treq = Buz‘ldTree(Sl{b“t,F — {foest})

for the destination port filtering field values given in Ta- T.v, < T’ {Saving a pointer to sub-tree at leaf ngde

ble I. The corresponding statistically optimized tree is showgid for

in Figure 3-(b). Using the field statistics given n the tabld&um

the average number of matches is 3.8. The average matching

is reduced to 2.8, which is above 26% reduction from the;s 5 space complexity &¥(n).

binary tree case. Notice that every node in the binary searchrhe intuition behind both theorems is that the sum of the

tree contains non-overlapping values or range of values. Th€mber of leaves at any levelis bounded by the number of

firewall policy can be easily pre-processed to resolve amyles. This is attributed to the fact that each leaf represents a

conflict between overlapping values of the same filteringyique combination of field values from the top level down to

field [3]. level [, and the number of such combinations can not exceed
Alphabetic tree aggregation:Since packet matching isthe total number of rules in the policy. Thus, the total size of

performed on multiple fields (5-tuple), multiple alphabetighternal and external nodes in all the trees at any given level

search trees are constructed to Correspond to source IP, SOHEFfhot exceedn. AlSO, the time Comp|exity of bu||d|ng all

port, destination IP and destination port. The four tregfe trees at a certain level cannot exceed the cost of building

are combined together to form a statistical matching tregsingle tree with the size of all trees combiné{#. 1g(n))).

implementation based on alphabetic trees. We propose tWe total space/time complexity is the complexity of a single

approaches to achieve this goal: cascaded-search and parggkl multiplied by the number of levels (fields). Since the

search trees. number of filtering fields is a constant, the space complexity

In the cascaded search approach (Figure 4-(a)), we startiy)(n), and the time complexity i® (n. lg(n)). For a detailed
building the top-level alphabetic tree using the filtering fiel@roof, refer to [6].

of highest skewness. The field skewness is calculated basefls an alterative approach, we also developed a parallel
on 7 using the number of packets matching each field valtlee structure (Figure 4-(b)) that constructs an alphabetic tree
during a specific time interval. For each field valug the for every filtering field. All the tress, four in our case, can
packet count is collected by summing the number of packeje searched in parallel and the matching results are then
hitting all the rules that carry this value. This information igombined to produce the final matching results, as discussed
normally recorded by filtering devices and are readily availabig Section IV-D. The parallel tree structure has the advantage
at no extra processing cost. Each leaf in the top-level tre¢ executing multiple searches concurrently particularly on a
holds the field value, as well as a pointer to another alphabetigtwork processor or multi-threaded hardware. However, the
subtree built recursively using values of the field that has neydiscaded tree structure always gives less number of matches
highest skewness considering only the rules that use this figlgtticulary if the skewness factor varies significantly between
value. As shown in Algorithm 4, the cascaded-search tregthe different fields. We discuss this issue in more detail in
construction continues in all leaves/values until trees for eaglir evaluation experiments in Section V.

field are constructedi.€., 4 levels of cascaded trees if we

exclude the protocol field) to represent the entire set of rules Policy matching algorithms using alphabetic tree

in the firewall policy. It is im_portant th_ough to notice th.at it After constructing the search trees, we proceed with the
may not be necessary to build a tree in each level particulgycket matching process. The matching operation is performed
if the number of field values remaining is too small to gain fy each packet header field against the list of field values in
benefit over the linear or binary search. the filtering rules. In order to perform the search on multiple
Theorem 2:Given a policy of n rules, and a constantfields (5-tuples), we have two approaches depending on the
number of filtering fields. The construction of the cascadeshderlying tree search structure as follows.
matching tree structure using Algorithm 4 has a time com- Cascaded-tree matchingin this approach, we use the
plexity of O(n.lg(n)). cascaded search tree described in Section IV-C. The algorithm
Theorem 3:Given a policy of n rules, and a constantstarts with looking up the packet header value in the top-
number of filtering fields. The cascaded matching tree structuesel search tree of the highest skewness field. As a result,




Algorithm 5 Cascaded-tree filtering over field values exactly matches the distribution when the tree

T; < Top-level search tree has been constructed. However, this is not very likely to hap-
ref « Lookup H in treeT; pen since as time passes, some flows start and others terminate,
i ?fisrz J}ree for field/; then leading to accumulative changes in the traffic distribution over
f — f; field values. Therefore, using an alphabetic tree with very old
Goto 2 field value probabilities may result in inefficient matching that
else ifref is a list L then yields more average search time than regular binary search.

rule <+ Lookup H in list L
if rule # nil then
action — rulelaction]

To avoid this situation, we impose two types of rectification
to the alphabetic tree; performance triggered updates, and

else periodic mandatory updates. The first update is performed
action «— DEFAULT more frequently and basically rebuilds the tree when traffic
end if dynamics lowers the performance (increases average number
end if of comparisons) below (above) a certain threshold. The second
rectification is executed at larger intervals and simply disposes
Algorithm 6 Parallel-tree filtering outdated alphabetic trees, and constructs more effective ones
for each field f; in set of optimized fieldslo based on current statistics.
en?("ju]fg:[fi] < Lookup H[f;] in tree T}, Performance triggered updatesAn accurate measure for

the effectiveness of using the alphabetic tree to search the

didates «— . . R .
candidates ¢ values of a certain fieldf is the optimization efficacy ;. The

for eachlist L; in rules do

candidates « candidates N L; quantitye ¢ is defined as the actual reduction in matching as
if candidates = ¢ then compared to binary search when the current traffic is matched
action — DEFAULT against an alphabetic search tree built using the traffic statistics
en?jn%rlf collected in the previous time interval. Mathematically, is

rule «+ Lookup H in candidates given by the following formula:

if rule # nil then n ) )
actioiz,é — rulelaction) e =1+ M 9)
else Ign
action — DEFAULT whereg; is the probability of field valuey; in the current time
end if interval, andp; is the probability of this value in the preceding
interval.

) ) Although this formula accurately estimates the matching
the matching leaf nodg returns a reference to either a seaégm, its calculation is very expensive to be performed at
subtree for another field or a list of rules that carry thgntime for every packet. Another lightweight measure that

field value in this leaf. In the former case, the referencgges very close average results is the exponential moving
tree is searched recursively for a matching field value. lyerage of the matching gain

the latter, the list is linearly searched for a matching rule.

Once a rule matches the packet, the corresponding action is z;, = (1 — w)z;,_; + wg; whereg; = hi —lgn
returned, otherwise the search continues till the end of the list. lgn
If no matching rules are found, the default filtering action is g=(1-wE1+ <W> hi —w (10)
returned. Ign

Although the algorithm involves linearly searching a list of 2, = 72,,: (11)

rules at the final lookup stage, the matching operations are

very limited because the list contains only a small number 8fwther$hi IIS t?e fhelghkt |.(e.,‘n.uThber OT compatr){sons) of thﬁ
rules as discussed in Section IV-C. estination leaf of packet g; is the gain over binary searc

Parallel-tree matching:In this approach, the parallel searcﬁOr packeti. After a packet is matched using the alphabetic

tree described in Section IV-C is used. Packet lookup ﬁ[see, ifE; dr_ops_ below a Ce”_a"? threshof,, the a_lphapet
rch tree is disposed for this field and a new tree is bBuyilt.

performed against each of the field search trees separatﬁfg?.

As a result, we obtain for each field a set of candidate rulésscalcglated asa ratio O.f the optimal gaire,. -that Fhe tree
was built to achieve. Notice that these expressions involve only

that contain the corresponding field value. Then, the rule tggﬁxpensive addition and multiplication operations. Figure 11
matches th ket is foun tting the intersection betw . o
atches the packet s found by getting the intersection be section V-B shows these updates and their effect on the

these sets of rules. If the intersection contains more than dHe

rule, the rule with highest order (priority) is selected. If ngegsrri?;gcﬁ]ggggcoket ?%tggggb avoid extended periods
rules are common, then the default action is returned. ry up ) P

of mediocre performance that is just above the rebuilding
. threshold, a periodic update is performed every constant (and
E. Tree reconstruction and updates relatively long) intervals of time. Using the latest traffic statis-
After the alphabetic trees are constructed for eligible fieldcs, a new matching tree is constructed using fresh statistics
they are used for matching upcoming packets. The reductitmboost back the matching performance close to its optimum
in matching is maximal when the upcoming traffic distributiofevel. Since this type of tree update is mandatory, the update



P(O;r;:g’rg)'ge A;;?Stzr)lce A\gsage Opot]; Eg,’;ber Gain Section V-B, we describe our technique of generating policies).
500 Z5% 3%? 30 7730 We injected tailored traffic that has different percentages of
500 50% 7% 36 34.9% accepted versus rejected flows, and also varying matching
1000 85% 5% 33 9.20% probability with the rejection rules to study its effect. The gain
12%%0 ggg;o gf;o gg g;?g//o was high enough in many cases which manifests a noticeable
530 500/2 50/2 7 18:80/2 performance increase in the firewall operation. The results
230 75% 50 12 3.60% were very encouraging in all test cases, but when very small-
570 25% 7% 41 47.8% sized policies were used, the results were varying widely
570 50% 7% 47 33.2% depending on the current pattern of traffic used.

570 75% 7% 27 15.2% In the next experiment, we studied the effect of how much
TABLE |I of the traffic is rejected by the default rule versus policy deny

EFFECT OF EARLY REJECTION ON AVERAGE NUMBER OF coMmpPARIsons  fules. Intuitively, the more the traffic reaching the default rule
the more successful the early rejection technique will be. This

Policy | Number of | Accepted was verified clearly by injecting traffic tailored with different
Policy T Flagloeos Tra5ff(|)(;A)(a) portions targeted to the default rule. Figures 5 show the gain
Policy 2 1000 75% as it increases when the portion that can reach the default
Policy 3 200 50% rule increases from 0% to 100%. As RR’s are added, the
TABLE Il traffic reaching the default rule decreases which increases the

overall performance. These results were obtained using three
policies and associated traffic as shown in Table Ill. Taking
into consideration the percentage of the accepted traffic, we
can see that the achieved gain in performance was not far
from the optimal gain. For example, Policy 1, the gain has
reached 41% while the optimum is 50% which can only be
20 achieved if it was possible to early reject all the traffic with

15 P A T no overhead of early rejection.

TEST POLICIES USED FOR GENERATING THE PLOTS INIGURE 5

Gain
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&
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10 o
s /: e Polly 1 —— 1 B. Evaluation of dynamic statistical filtering
e R Policy 3 -

o 02 o4 o5 o8 : In this section, we evaluate the performance of the alpha-
e e A e e betic tree filtering technique. We use real-life packet traces ob-
— tained from the NLANR project [19]. Based on the traffic flow
’ / information, we generated filtering rules to handle inbound
a / e T - and outbound traffic to the network. For each filtering field,
5 we use 256 different values extracted from the packet header
/ LT - information in the trace. Different filtering rules are composed
s o by randomly mixing and matching different field values in
wh T . R order to generate a total of 2000 rules. The generated policy
— Baley3 i typically resembles medium sized firewall rules existing in real
° O cenage of i vaf ey deaut e ! firewall policies [23]. These filtering rules are used to study
the effectiveness of our proposed technique. We measure the
Fig. 5. Early rejection (a) performance gain, and (b) the number of RejeCti?ﬁiCket matching performance by evaluating the reduction in
Rules for three policies with varying percentage of default rule traffic. the number of field matches relative to balanced binary search
tree instead of using the absolute number of matches. Since
period should be determined based on the computatiopghary search trees require a constant number of matches (8 in
capacity of the filtering device. A reasonable update periefir policy) to lookup any field value, the relative reduction

Optimal number of Rules
@
8

that suits common firewall devices could be one hour. in matching is directly proportional to the actual number of
matches. However, relative match reduction has the advantage
V. PERFORMANCE EVALUATION of being normalized, making it more suitable for observing

and studying the performance of our technique.

1) Optimization effectiveness for individual filtering fields:
In this section, we evaluate the performance of the eaily this experiment, for each individual filtering field, we
rejection technique. To test the performance gain of using eadyaluated the average relative match reduction when using
rejection, we used several real and generated policies witbr technique during various tree update intervals. The traffic
varying traffic behavior. The traffic was injected to the policyised in the experiment is collected from the inbound firewall
and the number of matches was calculated. interface on a weekday between 12:00pm and 12:59pm. The

Table Il shows the gain of using early rejection rules oresults are presented in Figure 6.
the average number of matchese( against policy rules or  We observe that our technique outperforms the binary search
rejection rules) using different policies; real and generated (for certain field types, but very close to binary search for

A. Evaluation of early rejection
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Fig. 6. The reduction of packet matching relative to binary search for each filtering field on Eig. 7. Relative matching reduction for each
firewall (a) inbound interface, (b) outbound interface. field for different times of day

other fields. For inbound traffic in Figure 6-(a), applying outhe cascaded and parallel search implementations.
technique to the source port field resulted in 40% to 60% Figures 8-(a) and 8-(b) show that, using our technique, the
gain over binary search, while for the destination address theerage relative match reduction is very close to the optimal
gain varied from 10% to 40% depending on the length afase, when the field value statistics in a given interval exactly
the tree update interval. On the other hand, the destinatimatches the statistics of the previous interval that was used to
port and source address performance was almost similarbigld the alphabetic tree. The deviation from the optimal case
the binary search. Similarly, for outbound traffic in Figure 6is due to the fact that the field value statistics are constantly
(b), the highest performance gain was (40%-60%) for thfehanging with the Internet traffic dynamics. We also observe
destination port field, and (10%-20%) for the source addressat, similar to individual fields, the average overall relative
However, the source port and destination address did not sheatch reduction increases with the tree update interval, while
any significant gain. the variance decreases. The highest observed average relative
Another observation is that increasing the tree update intematch reduction measurements are 0.5 and 0.4 with a 400s
val improves, but slowly, the average match reduction. Howpdate interval for cascaded and parallel search respectively.
ever, an over-extended update interval does not significanBgyond this update interval, the match reduction average and
improve the matching gain. This is observed in the sanvariance are almost constant.
figure, where the source port matching gain increases fromTo study how frequent our technique achieves different
40% to 54% when the update interval is increased from 1 performance gain levels, we provide a cumulative statistics
100 seconds, however, increasing the period 10 times resultsthe number of measurements versus the relative match
in only 6% increase in matching gain. These results can keduction in Figures 9-(a) and 9-(b). For example, the plots
attributed to the fact that a longer update interval gives mos@ow that, for 100s update interval, 90% of the measurements
accurate statistics of field values, while extending that intervaflect better than 0.4 and 0.3 relative matching gain in the
adds only a little more information. The collected statistics isascaded and parallel search respectively.
closely coupled with the Internet flow dynamics characterized Figures 10-(a) and 10-(b) show the performance of our
by flow lifetimes of less than 10 seconds as shown in Figuretkéchniques with different tree update intervals for an extended
In another experiment, we recorded the relative matcperiod of time from 12:00am to 11:59pm on a weekday.
ing reduction for different filtering field types during a fulllt is clear from this figure that the relative matching gain
weekday interval between 12:00pm and 12:59pm. The resulises not persist at a specific level for a long period of time.
for the experiment are shown in Figure 7. As previouslfhe maximum gain is achieved during day hours where fast
noted, we observed that at most two filtering fields sustafiftering is highly needed, due to the existence of a large traffic
a high degree of skewness simultaneously, which improveslume that consequently creates significant skewness in the
the filtering efficiency throughout most of the day. Anothefield value statistics. During evening and night hours, the traffic
important observation is that the highly search effective fieldi®w is much less, hence a reduced degree of skewness as well
change with time of day. For example, during rush houess in the relative match reduction. The observations regarding
(8:00am-4:00pm), the source port and the destination addréss tree update interval are consistent throughout the entire
are the most effective fields, while at late night (10:00pnday period with our observations for the one hour interval.
4:00am) the destination port is more effective. This emphasizedn all these experiments, the parallel tree search consistently
the importance of dynamically choosing the most effectivesulted in less match reduction than the cascaded search.
(skewed) filtering field on tree updates. This can be explained in the context of data structure sizes
2) Optimization effectiveness for filtering policyn this used in both cases. In the cascaded search, the top-level tree
experiment, we evaluate the overall average relative reductjmmovides the smallest number of matches, while the lower-level
in packet matching for the inbound filtering policy usingascaded trees only add a relatively small number of matches
our technique with varying tree update interval. The traffio that. In the parallel search, the effective performance is
used in the experiment is collected on a weekday betwedetermined by the largest number of matches needed by any of
12:00pm and 12:59pm. The experiment is performed for batthe search trees. In our experiment, this number turns out to be
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is because there is a large difference between the skewness o !

of the mostly skewed field and the next one. Therefore, if
the skewness is very similar for all fields, the parallel search
would have surely outperformed the cascaded search.
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3) Dynamic tree updatesin this experiment, we closely
examine the behavior of the dynamic search tree update mech- 0
anism during a one hour interval on a weekday from 12:00pm
to 12:59pm. The field value statistics are collected in the T o
first 20 seconds, then the matching efficacy of the most skewed
field (source port) is calculated periodically every 20 seconfig. 11. Relative matching reduction the source port during one hour interval
based on the formulas in Section IV-E. For each interval,
the search tree efficacy is evaluated, and the weighted ) )
moving average of the tree efficagys updated. The alphabetabove a certain threshold.§, due tq gn.attack),_the technique
tree is dynamically reconstructed whenever the average t&kould be stopped and a deterministic technique takes place
effectiveness deviates significantly from the optimal depfRr guaranteed performance. Handling attacks targeted against
(r = 0.2). Figure 11 shows the results of this experimelﬂmbab'“snc filtering techniques is an important point in our

with tree updates indicated by the solid triangular marks. future work.

The graph shows the average tree efficacy is updated
smoothly at every tree update interval, thus ignoring sud-
den short-term decrease in the instantaneous matching effiThis paper addresses two important problems related to
cacy. When the matching efficacy trend sustains a contimacket filtering that are not yet thoroughly explored in re-
ous decline, the average efficacy falls below the designategharch: (1) early rejection of unwanted packets, and (2) op-
threshold and the tree is reconstructed based on the miisizing packet filtering based on traffic statistics. The paper
recent statistics. Tree updates are computationally intenspresents techniques, algorithms and evaluation study to tackle
and should be performed only when crucially needed. Tle&ch problem effectively.
frequency of tree updates are tightly coupled with the deviationAs the size of a firewall policy grows, the effect of discarded
thresholdr and the averaging smoothing factor Our study packets by default-deny rule become increasingly harmful. we
of various settings of these parameters show that, during rysiopose a novel technique that introduce a minimal overhead
hours, our dynamic technique reconstructs the tree only @ the firewall processing to allow rejecting the maximum
5 times in an hour whenv = 0.2 and 7 = 0.2. This number of these packets as early as possible, thereby reducing
incurs minor amortized overhead over the interval in whicthe matching time significantly. We use an approximation
the alphabet tree is utilized. If update frequency increasatfjorithm off-line to generate a set of near-optimal solutions

VI. CONCLUSION
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based on the firewall policy. Each one of these solutiofs] D.S. Hochbaum. Approximation algorithms for the set covering and
represents an early rejection rule to be inserted at the beginning Vgggx cover problemsSIAM Journal on Computingpages 555-556,
of the policy to discard traffic intended for the default-deny ) 1 'c Wy and A. . Tucker. Optimal computer search trees and variable
rule. Then, we use a dynamic algorithm to select the early length alphabetic codeSIAM Journal on Applied Mathematica1:514—
reject rule set that results in a minimum filtering cost basﬁ%] 532, 1971.

e

h ffi - 0 | L hni D. S. Johnson. Approximation algorithms for combinatorial problems.
on the current traffic statistics. Our early rejection techniq In STOC '73: Proceedings of the fifth annual ACM symposium on Theory

shows a matching reduction ®9% when the discarded traffic of computing pages 38-49, 1973.
is as low as25% of the total traffic, ands0% when the total [16] D. Knuth. Sorting and Searchingvolume 3 of The Art of Computer
. - . Programming Addison-Wesley, Reading, Massachusetts, second edition.
d'lsca'jded trafhp Is as _h'gh as%. The number of agded eal’|y[17] K. Lan and J. Heidemann. On the correlation of internet flow charac-
rejection rules is relatively smalt% — 10% of the size of the teristics. Technical Report ISI-TR-574, USCI/ISI, 2003.
original firewall policy. [18] A. J. McAulay and P. Francis. Fast routing table lookup using CAMs.
. . In IEEE INFOCOM'93 March 1993.

For the seco'nd problem, .We 'fII’St show tha.t the matchin 9] Passive Measurement and Analysis Project, National Laboratory
frequency of field values in firewall rules is a profoun for Applied Network Research. Auckland-VIIl  Traces.
property to utilize in statistical packet matching. We use thjs  hitp:/pma.nlanr.net/Special/auck8.html, December 2003. i

Iphabetic tree that is &20_] V. _Sr|n|vasan, Subhash Suri, and George Varghese. Packet cIa_ssmcatlon
property to construct an aggregate alp Yy using tuple space search. @omputer ACM SIGCOMM Communication
namically updated to track changes in the traffic characteristics Review pages 135-146, October 1999.

while Considering the tree maintenance cost. We also show tiat Cisco Systems. Netflow services solutions guide. http://www.cisco.com,

for the aggregate cascade tree structure the space complexity.i Oct. 2004,
ggreg : _p ) p E¥2]5Thomas Y. C. Woo. A modular approach to packet classification:
bounded byO(n), and computational complexity @(nlgn). Algorithms and results. IHEEE INFOCOM'0Q pages 1213-1222,

We show that using the proposed technique guarantees near- March 2000. o _ o

imal tchina time as the traffic statistics get stal %3 A. Wool. A quantitative study of firewall configuration error$EEE
optimal average matching : g Computer 37(6):62-67, 2004.
over time. Therefore, this paper addresses key issues related to
this problem including identifying practically useful statistical
properties, building an optimal statistical filtering tree over
multiple fields for single and multi-threaded matching impl
mentations, as well as dynamic tree updates. Our evaluat|
of the statistical filtering tree approach using the traffic trac
shows that, during day hours, with 200 sec update intery|
the cascaded tree achievEs average relative gain, while the
parallel tree achieve’;%. However, during the evening hours
the cascaded tree achieves o2lyo—30%. On the other hand, in Int anag
the dynamic tree reconstruction keeps the relative gain cld tconference (IM 2003). His main research is directed

g . . . . o the management and optimization of network

to optimal, while being infrequent (about 2-5 times/hour). security policies including firewall and IPSec policies. His other research

The implementations of both techniques are simple am!ere_sts include network security, differentiated services and reliable mul-
lightweight. The statistics collection is simple calculation (e.g"¢@stin9-
counter increments) based on easily obtainable information

from well-known utilities like Netflow [21].
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