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Abstract—Firewalls are core elements in network security. proper rule placement in the proper firewall. As the number
However, managing firewall rules, particularly in multi-firewall  of filtering rules increases, the difficulty of adding a new rule
enterprise networks, has become a complex and error-prone o yogifying an existing one significantly increases. It is very

task. Firewall filtering rules have to be written, ordered and likelv. in thi to introd flicti | h
distributed carefully in order to avoid firewall policy anomalies Ikely, In this case, 1o Introduce contiicting rules such as one

that might cause network vulnerability. Therefore, inserting 9general rule shadowing another specific rule, or correlated
or modifying filtering rules in any firewall requires thorough rules whose relative ordering determines different actions for
intra- and inter-firewall analysis to determine the proper rule  the same packet. In addition, a typical large-scale enterprise
placement and ordering in the firewalls. In this paper, we identity  hatwork might involve hundreds of rules that might be written
all anomalies that could exist in a single- or multi-firewall . - . . ; T
environment. We also present a set of techniques and algorithms by different adm|n|str_ators in various times. Thls_3|gn|f|c_antly
to automatically discover policy anomalies in centralized and increases the potential of anomaly occurrence in the firewall
distributed legacy firewalls. These techniques are implemented in policy, jeopardizing the security of the protected network.
a software tool called the “Firewall Policy Advisor” that simplifies Therefore, the effectiveness of firewall security is dependent
the management of filtering rules and maintains the security of on providing policy management techniques and tools that
next-generation firewalls. L . .
network administrators can use to analyze, purify and verify
. INTRODUCTION the correctness of written firewall filtering rules. In this paper,

With the global Internet connection, network security ha¥® first provide a formal definition of filtering rule relations
gained significant attention in research and industrial comnff2d then identify all anomalies that might exist in any firewall
nities. Due to the increasing threat of network attacks, fir@9licy in both centralized and distributed firewall environ-
walls have become important elements not only in enterpri@nts- We also use a tree-based filtering representation to
networks but also in small-size and home networks. Firewaﬁgve_l‘)p ar_10ma|y dlscovery algorithms for reporting any intra-
have been the frontier defense for secure networks agaifi@fl inter-firewall anomaly in any general network. We finally
attacks and unauthorized traffic by filtering out unwanted€velop a rule editor to produce anomaly-free firewall policies,
network traffic coming from or going to the secured networi@nd greatly simplify adding, removing and modifying filtering
The filtering decision is based on a set of ordered filtering rulf4es- These algorithms and techniques were implemented

defined according to predefined security policy requirementSing Java programming language in a software tool called

Although deployment of firewall technology is an imporihe “Firewall Policy Advisor”.

tant step toward securing our networks, the complexity of Although firewall secur.ity has been giyen strong attention
managing firewall policies might limit the effectiveness of? the research community, the emphasis was mostly on the
firewall security. In a single firewall environment, the locaflltering performance issues [6, 9, 11, 12, 24]. On the other
firewall policy may includeintra-firewall anomalies where hand, few related work [7, 11] attempt to address only one of
the same packet may match more than one filtering rufe conflict problems which is the rule correlation in filtering
Moreover, in distributed firewall environments, firewalls mighP°licies. Other approaches [3, 10, 13, 15, 17, 25] propose using
also haventer-firewall anomaliesvhen individual firewalls in @ high-level policy language to define and analyze firewall
the same path perform different filtering actions on the sarR@licies and then map this language to filtering rules. Although
traffic. Therefore, the administrator must give special attentid{$ing such high-level languages might avoid rule anomalies,
not only to all rule relations in the same firewall in ordethey are not practical for the most widely used firewalls that

to determine the correct rule order, but also to all relatiofg@ntain low-level filtering rules. It is simply because redefining
between rules in different firewalls in order to determine trlréady existing policies using high-level languages require
far more effort than just analyzing existing rules using stand-

This research was supported in part by National Science Foundation ungeéhne tools such as the Firewall Policy Advisor. In addition
Grant No. DAS-0353168 and by Cisco Systems. Any opinions, findings, ’

conclusions or recommendations stated in this material are those of the auth?§'€ Of_ the_ prgwo_us Work has a significant attempt to_address
and do not necessarily reflect the views of the funding sources. anomalies in distributed firewalls. Therefore, we consider our



1:tcp, 140.192.37.20, any,  ****, 80, deny
2:tcp, 140.192.37.*,any, **** 80, ac cept
3:tcp, **x* any, 161.120.33.40, 80, ac cept
4:tcp, 140.192.37.*, any, 161.120.33.40, 80, deny
5:tcp, 140.192.37.30, any,  ****, 21, deny
6:tcp, 140.192.37.*, any, **** 21 ac cept
7:tcp, 140.192.37.*, any, 161.120.33.40, 21, ac cept
8:tcp,  **xX any,  ****any, deny
9: udp, 140.192.37.%, any, 161.120.33.40, 53, ac cept
10: udp, **x* any, 161.120.33.40, 53, ac cept
11: udp, 140.192.38.%, any, 161.120.35.%, any, ac cept
12:udp, ****any, ****any, deny
_/

Fig. 1. An example for centralized firewall setup.

work a significant progress in the area as it offers a novel aficewall policy:
comprehensive framework to automate anomaly discovery angger><protocol><s ~ _ip><s _port><d _ip><d _port><action>
rule editing in both centralized and distributed legacy firewalls. o _ o
This paper is organized as follows. In Section Il we give AN €xample of typical firewall rules is shown in Fig. 1.
an introduction to firewall operation. In Section Il we present IIl. FIREWALL POLICY MODELLING
our formalization of filtering rule relations. In Section 1V, we ) i ) _
classify and define policy anomalies in centralized firewalls, M(;de]!!mg OIfI f|re|\_/vall ru(ljedrelgtlo_ns Is necessary for ar?glyz—
and then we describe the intra-firewall anomaly discovery é'i‘-g:l € firewa FO ICy an es'gn'”? managementr]tgc niques
gorithm. In Section V, we classify and define policy anom.’:llie%ucf as a”nomay Q|scovery andl p?;py Edl'ltm%' In It IS section,
in distributed firewalls, and then we describe the inter-firewaf® formally describe our model of firewall rule relations.
anomaly discovery algorithm. In Section VI we describe thg Formalization of Firewall Rule Relations
hni for anomaly-free rul iting. In ion VII w . A
tec ques for anomaly-iree ruie ed.t 9 Septo ve To be able to build a useful model for filtering rules, we
show the implementation and evaluation of the Firewall Pohca/ . .
. ) . eed to determine all the relations that may relate packet
Advisor. In Section VIII, we give a summary of related work_, . : , . .
) . X ; filters. In this section we define all the possible relations that
Finally, in Section IX, we show our conclusions and our plans . Lo !
may exist between filtering rules, and we show that there is
for future work. : . . .
no other relation exists. We determine the relations based on

Il. FIREWALL BACKGROUND comparing the network fields of filtering rules as follows.

A firewall is a network element that controls the traversal pefinition 1: Rules R, and R, are completely disjointf

of packets across the boundaries of a secured network bag@gky field in R, is not a subset nor a superset nor equal to

on a specific security policy. A firewall security policy is ape corresponding field ifk,. Formally, R, Rcp R, iff
list of ordered filtering rules that define the actions performed ) '

on packets that satisfy specific conditions. A rule is composed Vi : Ryli] 4 Ry [i]
of set of filtering fields (also called network fields) such as where = € {C, D, =},
protocol type, source IP address, destination IP address, source i € {protocol, sip, s.port, dip, d_port}

port and destination port, as well as an action field. The
filtering fields of a rule represent the possible values of the
corresponding fields in actual network traffic that matches this
rule. Each network field could be a single value or range
values. Filtering actions are either &xcept which permits
the packet into or from the secure network, omd&ny which Vi : R[] = R,|i]
causes the packet to be blocked. The packet is permitted or
blocked by a specific rule if the packet header information
matches all the network fields of this rule. Otherwise, the o ) ) o
following rule is examined and the process is repeated until aD€finition 3: Rules 2, and R, areinclusively matchingf
matching rule is found or the default policy action is performelf€y do not exactly match and if every field i, is a subset
[4, 5. In this paper, we assume a “deny” default policy actiof?’ €dual to the corresponding field if,. . is called the
Filtering Rule Format:It is possible to use any field in subset mat_clwhlle R, is called thesuperset matchFormally,
IP, UDP or TCP headers in the rule filtering part, howeveﬁzgRIMRy iff
practhaI (fex;i):rience showsI that the most cocrj'gmonly used Vi :R,[i] C R, i]
matching fields are: protocol type, source IP address, source p o r )
port, destination IP address and destination port [6, 23]. The and3j such that R, [j] # R, [‘_7] )
following is the common format of packet filtering rules in a wherei, j e{protocol, sip, sport, dip, dport}

Definition 2: Rules R, and R, are exactly matchingif
ery field in R, is equal to the corresponding field iR, .
ormally, R, R g R, iff

wherei € {protocol, sip, s port, dip, d_port}
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Fig. 2. The policy tree for the firewall policy in Fig. 1.

For example, in Fig. 1, Rule 1 inclusively matches Rule 22, could exist. The complete proofs for the theorems are
Rule 1 is the subset match of the relation while Rule 2 is thpresented in [2].

superset match.
Theorem 1:Any two k-tuple filters in a firewall policy are

Definition 4: Rules R, and R,, are partially disjoint (or related by one and only one of the defined relations.
partially matching if there is at least one field iR, that is Theorem 2:The union of these relations represents the
a subset or a superset or equal to the corresponding fieldumversal set of relations between any tweuple filters in
R,, and there is at least one field i, that is not a subset a firewall policy.
a0 O 2 superset af ot equal (0 the corresponding e ey poicy Representaton
We represent the firewall policy by a single-rooted tree
Ji, j such thatR,[i] > R, [i] and R.[j] 4 Ry 5] called thepolicy tree[1]. The tree model provides a simple
where 1 € {C,D,=}, representation of the filtering rules and at the same time allows
i, j € {protocol, sip, sport, dip, d_port},i # j for easy d|scovery of rela}tlons and anomalies among these
rules. Each node in a policy tree represents a network field,
For example, Rule 2 and Rule 6 in Fig. 1 are partially disjoirdind each branch at this node represents a possible value of
(or partially matching). the associated field. Every tree path starting at the root and
ending at a leaf represents a rule in the policy and vice versa.
Definition 5: RulesR, andR,, arecorrelatedif some fields Rules that have the same field value at a specific node will
in R, are subsets or equal to the corresponding fields s#hare the same branch representing that value.
R,, and the rest of the fields iR, are supersets of the Fig. 2 illustrates the policy tree model of the filtering policy

corresponding fields i,. Formally, R, R¢c R, iff given in Fig. 1. Notice that every rule should have an action
leaf in the tree. The dotted box below each leaf indicates

Vi :R.[i] > Ry[i] and the rule represented by that branch in addition to other rules
3j, k such that R, [j] C Ry,[j] and R.[k] D R, [k] that are in anomaly with it as described later in the following
where € {C,D, =}, section. The tree shows that Rules 1 and 5 each has a separate

j, k € {protocol, sip, sport, dip, d_port}, j # k source address branch as they have different field values,
whereas Rules 2, 4, 6 and 7 share the same source address

branch as they all have the same field value. Also notice that
rule 8 has a separate branch and also appears on other rule
The following theorems show that these relations atwanches of which it is a superset, while Rule 4 has a separate
distinct, i.e. only one relation can relate, and R,, and branch and also appears on other rule branches of which it is

complete, i.e. there is no other relation betweBp and a subset.

For example, Rule 1 and Rule 3 in Fig. 1 are correlated.



IV. INTRA-FIREWALL ANOMALY DISCOVERY not explicitly stated by the filtering rules. Therefore, in order
The ordering of filtering rules in a centralized firewalf0 resolve this conflict, we point out the correlation between

policy is very crucial in determining the filtering policy within the rules and prompt the user to choose the proper order that

this firewall. This is because the packet filtering process $9MPlies with the security policy requirements.

performed by sequentially matching the packet against filtering o , o
rules until a match is found. If filtering rules are disjoint, 3) Generalization anomalyA rule is a generalization of a

the ordering of the rules is insignificant. However, it is verr€ceding rule if they have different actions, and if the first
common to have filtering rules that are inter-related. In th[§1€ can match all the packets that match the second rule.
case, if the relative rule ordering is not carefully assignefformally, ruler, is a generalization of ruld, if:

some rules may be always screened by other rules producpgordet < R, [ordet, R, R Ry, R, [actior] # R, [actior]

an incorrect policy. Moreover, when the policy contains a large

number of filtering rules, the possibility of writing conflicting RUl€ 2 is a generalization of Rule 1 in Fig. 1. These wo

or redundant rules is relatively high rules imply that all HTTP traffic that is coming from the
' C%ddress 140.192.37.* will be accepted, except the traffic

An intra-firewall policy anomaly is defined as the existen . L
of two of more fﬁteriri/g rules }':hat may match the sameoming from 140.192.37.20. Generalization is often used to

packet or the existence of a rule that can never match a??(t'lleeltg speC|f_|(cj: pa;t oflthe traffic frlom a g_enetrJaI f'lte”nt%
packet on the network paths that cross the firewall [1]. In th lon. 1L 1S considered only an anomaly warning because the

section, we classify different anomalies that may exist amon ef]'tf'c rule makes ant zx?er#]ont Ofbthzl gekn(zral ruIe(.j Th'z
filtering rules in one firewall and then describe a technique fi Ight cause an accepted traffic fo be blocked or a denie

discovering these anomalies. Fraﬁlc to be permltte_d,. and thus it is important to highlight
its action to the administrator for confirmation.
A. Intra-Firewall Anomaly Classification

Here, we describe and then formally define the possible4) Red_undancy anomalyA redundant rule performs the .
intra-firewall policy anomalies. same action on the same packets as another rule such that if

the redundant rule is removed, the security policy will not be

1) Shadowing anomalyA rule is shadowed when a IoreVi_affected. Formally, ruleR, is redundant to rule?, if:

ous rule matches all the packets that match this rule, such tigfordet < R, [ordet, R, Rem Ry, R [actior] = R, [action]

the shadowed rule will never be activated. Formally, e p lordei < R, [ordei, R, R R, R, [action] = R, [actior]
is shadowed by rule?,, if: z Y ) Ity z) g y

R, [ordelt < R,[ordef, R, Rem R, R, [actior] # R, [actior]
R.[ordef < R, [ordet, R, R R., R [action] # R, [actior]

Whereas ruleR,, is redundant to rule?, if:

R, [ordelt < R, [ordef, R, Rim Ry, R, [actior] = R,[actior]
and AR. whereR,[ordell < R.[ordelf < R,[ordet,
For e>_<am_ple, Ry_le 4 in shadowed py Rule 3 in Fig. 1. R, {Rnv, Rc}R., R, [action] # R. [action]
Shadowing is a critical error in the policy, as the shadowed
rule never takes effect. This might cause an accepted traffidReferring to Fig. 1, Rule 7 is redundant to Rule 6, and
to be blocked or a denied traffic to be permitted. ThereforBule 9 is redundant to Rule 10. Redundancy is considered an
as a general guideline, if there is an inclusive or exact mat8for in the firewall policy because a redundant rule adds to
relationship between two rules, the superset (or general) rifie size of the filtering rule list, and therefore increases the
should come after the subset (or specific) rule. It is importaf€arch time and space requirements of the packet filtering
to discover shadowed rules and alert the administrator REPCeSS [18]. In general, to avoid redundant rules, a superset
correct this error by reordering or removing these rules.  rule following a subset rule should have an opposite filtering
action. It is important to discover redundant rules so that the
2) Correlation anomaly: Two rules are correlated if they @dministrator may modify the filtering action or remove the
have different filtering actions, and the first rule matches sorfiges from the policy.
packets that match the second rule and the second rule matches o ) . )
some packets that match the first rule. Formally, dileand 5) Irrelevance anomaly:A filtering rule in a firewall is

rule R, have a correlation anomaly if: irrelevant if this rule cannot match any traffic that might flow
‘ . . through this firewall. This exists when both the source address
R.RcR,, R, [actior] # R, [actior] and the destination address fields of the rule do not match any

. . . - domain reachable through this firewall. In other words, the
Rule 1 is in correlation with Rule 3 in Fig. 1. The two L .
path between the source and destination addresses of this rule

rules with this ordering imply that all HTTP traffic that is ! :
coming from 140.192.37.20 and going to 161.120.33.40 clisoes no't pass through the flrgwal. Thus, this rule has no effect
. . . . n the filtering outcome of this firewall. Formally, rule, in
denied. However, if their order is reversed, the same tra %c o .
. ) ) . irewall F is irrelevant if:
will be accepted. Correlation is considered an anomaly

warning because the correlated rules imply an action thatis¢ {n : n is a node on a path fromk,[srd to R,[ds{}



general
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Fig. 3. State diagram for detecting intra-firewall anomalies for ritgsand R, where R, comes afterRR,,.

Referring to Fig. 1, Rule 11 is irrelevant because the The basic idea for discovering anomalies is to determine
traffic that goes between the source (140.192.38.*) and tifieany two rules coincide in their policy tree paths. If the
destination (161.120.35.*%) does not pass through this firewgdath of a rule coincides with the path of another rule, there is

Irrelevance is considered an anomaly because it adds anpotential anomaly that can be determined based on intra-
necessary overhead to the filtering process and it does figwall anomaly definitions in Section IV-A. If rule paths
contribute to the policy semantics. It is well-understood thap not coincide, then these rules are disjoint and they have
keeping the filtering rule table as small as possible helps M@ anomalies. The detailed description of the intra-firewall
improving the overall firewall performance [18, 23]. Thusanomaly discovery algorithm is available in [2]. Applying the
discovering irrelevant rules is an important function for thalgorithm on the rules in Fig. 1, the discovered anomalies

network security administrator. are marked in the dotted boxes at the bottom of the policy
tree in Fig. 2. Shadowed rules are marked with a triangle,
B. Intra-Firewall Anomaly Discovery Algorithm redundant rules with a square, correlated rules with a pentagon

The state diagram in Fig. 3 illustrates intra-firewall anomaf"d generalization rules with a circle.
discovery states for any two rule®, and R,, where the
two rules are in the same firewall amg, follows R,. For
simplicity, the address and port fields are integrated in one fieldit is very common to have multiple firewalls installed in
for both the source and destination. This reduces the numities same enterprise network. This has many network admin-
of states and simplifies the explanation of the diagram. istration advantages. It gives local control for each domain

Initially no relationship is assumed. Each field &, is according to the domain security requirements and applica-
compared to the corresponding field R), starting with the tions. For example, some domains might demand to block
protocol, then source address and port, and finally destinati®MSP traffic or multicast traffic, however, other domains in the
address and port. The relationship between the two rulessame network might request to receive the same traffic. Multi-
determined based on the result of subsequent comparisondiréivall installation also provides inter-domain security, and
every field of R, is a subset or equal to the corresponding fieldrotection from internally generated traffic. Moreover, end-
in R, and both rules have the same actidi), is redundant users might use firewalls in their personal workstations for
to R,, while if the actions are differentR, is shadowed other reasons. However, because of the decentralized nature
by R,. If every field of R, is a superset or equal to theinherent to the security policy in distributed firewalls, the po-
corresponding field iz, and both rules have the same actiortential of anomalies between firewalls significantly increases.
R, is potentially redundant tar,, while if the actions are Even if every firewall policy in the network does not contain
different, R, is a generalization aR,. If some fields ofR, are rule anomalies described in Section IV-A, there could be
subsets or equal to the corresponding fieldsjn and some anomalies between policies of different firewalls. For example,
fields of R, are supersets to the corresponding fields®j) an upstream firewall might block a traffic that is permitted by
and their actions are different, the®), is in correlation with a downstream firewall or vice versa. In the first case, this
R,,. Identifying irrelevant rules requires the knowledge of thanomaly is called inter-firewall “shadowing” which similar
network connectivity. Discovering this intra-firewall anomalyn principle to rule shadowing discussed in the intra-firewall
is discussed later in Section V-C along with the inter-firewadlnomaly analysis. In the other case, the resulted anomaly is
anomaly discovery algorithm. If none of the preceding casealled “spurious traffic” because it allows unwanted traffic
occur, then the two rules do not involve any anomalies.  to cross portions of the network and increases the network

V. INTER-FIREWALL ANOMALY DISCOVERY



vulnerability to denial of service attack. In this section, we first 1) Shadowing AnomalyA shadowing anomaly occurs if
define the anomalies that may exist in a distributed firewalh upstream firewall blocks the network traffic accepted by a
environment, and then we identify with examples differerdownstream firewall. Formally, rul&, is shadowed by rule
types of inter-firewall anomalies and we describe a techniqii, if one of the following conditions holds:

to discover these anomalies. RyReMm Ry, Ry[action]=deny R,[action]=accept Q)

A. Inter-Firewall Anomaly Definition RqRv Ry, Ru[action]=deny R [action]=accept 2)
In general, an inter-firewall anomaly may exist if any two R, %R, R.[action]=deny R [action]=accept (3)

firewalls on a network path take different filtering actions on S L
. N . . R, R Ry, Ry[action]=acceptRy[action]=accept 4
the same traffic. We first illustrate the simple case of multiple R, Rl ] PUfal ] P @

cascaded firewalls isolating two network sub-domains wherelntuitively, in cases (1) and (2), the upstream firewall

the firewalls are installed at the routing points in the networkompletely blocks the traffic permitted by the downstream
firewall. Rules (2FW>, 3/FW7), and Rules (8'W1, 4/FW5)

flow, _, in Fig. 5 are examples of cases (1) and (2) respectively. In
——— cases (3) and (4) the upstream firewall partially blocks the
@4‘5@/@4/@‘@ traffic permitted by the downstream firewall. Rules{W5,
- R/FW, R/FW, 7/IFW1), and Rules (5W5, 5/FW7) in Fig. 5 are examples

of cases (3) and (4) respectively.
Fig. 4. Cascaded firewalls isolating domai dDy. . .
9 ascaded firewalls isolating domaibs and Dy 2) Spuriousness Anomaly spuriousness anomaly occurs
an upstream firewall permits the network traffic denied by a
ownstream firewall. Formally, rul&, allows spurious traffic
bq rule R, if one of the following conditions holds:

Referring to Fig. 4, we assume a traffic stream flowing frorﬁ
sub-domainD,, to sub-domainD, across multiple cascaded
firewalls installed on the network path between the two su
domains. At any point on this path in the direction of flow, R ,RgmR4, R.[action]=acceptRy[action]=deny (5)
a preceding firewall is called ampstream firewallwhereas a R, % Ra, Re[action]=acceptR [action]=deny (6)
following firewall is called adownstream firewallThe closest

firewall to the flow source sub-domaiF'{V,) is called the Ra¥t R, R [action]=acceptiiq[action]=deny ()

most-upstream firewalwhile The closest firewall to the flow  Ra®tnuRu, Ru[action]=acceptiq[action]=accept (8)
destination sub-domairt(W,) is called themost-downstream R, R Ry, R, [action]=deny R [action]=deny (9)
firewall.

In cases (5) and (6), the rulg, in the upstream firewall
ermits unwanted traffic because it is completely blocked by
Ry in the downstream firewall. Examples of these cases are
i ) Rules (2FWy, 4/FW,), and Rules (W1, 9/FW5) in Fig. 5
1) The most-downstream firewall accepts a traffic that jggpectively. In cases (7) and (8) part of the traffic allowed
blocked by any of the upstream firewalls. by rule R, in upstream firewall is undesired spurious traffic
2) The most-upstream firewall permits a traffic that igjnce it is blocked by ruleR, in the downstream firewall.
blocked by any of the downstream firewalls. Examples of these cases are also found in RuleBW%,
3) A downstream firewall denies a traffic that is aIreade/FWI), and (3FW,, 3/IFW,) in Fig. 5 respectively. Case
blocked by the most-upstream firewall. (9) is not as obvious as the previous cases and it needs
On the other hand, all upstream firewalls should permit afyrther analysis. Since we assume there is no intra-firewall
traffic that is permitted by the most-downstream firewall ifedundancy in the upstream firewall, the fact tiit has a
order that the flow can reach the destination. “deny” action implies that there exists a superset rule in the
upstream firewall that followsk,, and accepts some traffic
) ) ) . L blocked by R,. This occurs when the implied “accept” rule
In this section, we classify anomalies in multi-firewall, 6\ nstream firewall is an exact, superset or subset match

environments. Our classification rules are based on the bagjg not correlated) oR,. Rules (5FW,, 4/FW,) in Fig. 5
case of cascaded firewalls illustrated in Fig. 4, assuming t f an example of this case ’

network traffic is flowing from domainD, to domain D,,.

Rule R, b'elongs to the policy of the mosf[—upstream firewall 3) Redundancy AnomalyA redundancy anomaly occurs

FW,, while rule Ry belongs to the policy of the most-it 5 qownstream firewall denies the network traffic already

downstream firewall'/V,. We assume that no intra-firewally|ocked by an upstream firewall. Formally, ru; is redun-

shadowing or redundancy exists in any individual firewaljsnt to ruleR, if, on every path to whichR, and R, are

As illustrated in Section IV-A, this implies that every “deny"relevant, one of the following conditions holds:

rule should be followed by a more general “accept” rule, and ) _

the default action of unspecified traffic is “deny”. RqRenm Ry, Ry [action]=deny Rq[action]=deny (10)
RaRv Ry, Ry[action]=deny R [action]=deny (11)

Using the above network model, we can say that for a
traffic flowing from sub-domainD, to sub-domainD, an
anomaly exists if one of the following conditions holds:

B. Inter-Firewall Anomaly Classification



1: tcp, 161.120.*.* : any, FoRLOROF 80, accept

2: tcp, 140.192.*.* : any, FoRLOROF 25, accept Interne

3: tcep, *oROXO* D any, 140.192. *.* : 25, accept 4/rj
4: tcp, 140.192.*.* : any, 161.120.*.* : 80, deny

5: tcp, 161.120.33.* : any, 140.192.37.1 : 23, deny

6: tcp, 161.120.*.* : any, 140.192.*.* : 22, deny ROIFWO
7: tcp, 161.120.*.* : any, 140.192.*.* : any, accept ==

8: tcp, 140.192.*.* : any, 161.120.*.* : any, accept

9: tcp, *oROXO* D any, *oROXO* D any, deny —

1: tcp, 161.120.%.* : any 140.192.*.% : 80, accept ;; tzp' 121' gg:: : ::V' 1‘1130'1322'2;;; 2(1)' acggﬂt
2: tcp, 140.192.*.* : any, 161.120.*.* : 80, accept 3 tcp' 161 120 ¢« | anV' 140 102« + + o1 acce%’
3: tcp, 161.120.*.* : any, 140.192.22.5 : 21, accept R/FW, R, FW s tcg' 140 102 ¢« | anzv 161,120 33+ . 93 acceﬁt
4. tcp, 161.120.33.* : any 140.192.37.* . 23, deny 5: tcpy 161 120 53'* : anyy 146 192 PO 23' accept
50 tep, 161,120 %.% @ any, 140.192.7.7 @ 23, accept 6. tcp, 161.120.24.* © any, 140.192.37.3 : 25, den
6: tcp, 161.120.24.* : any, 140.192.37.3 : 25,  deny > tcg' 161 120 24 * . anzv 190 192 22 5 . 98 denz
7: tcp, 161.120.24.* : any, 140.192. *.* 25, accept : ' . . : : ' : : : : '

8 tcp, * %% % 1 any, X X * % 1 any, deny g: :Eg, 161.}29.:.: : ::z, 140.1?2;33.: : aig, acggﬂ;

D;2

161120339
~

Fig. 5. An example for a hierarchical distributed firewall setup.

21
161.120.24.
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In both of these cases, the deny action in the downstreantor case (13) the example is
firewall is unnecessary because all the traffic deniediy R, : tcp,140.192.  .*, any, 161.120.33.%, 80, deny
is already blocked byR,, in the upstream firewall. In Fig. 5,  Fq : tcp, 140.192.37.x, any, 161.120. * .*, 80, deny
Rules (6FW,, 6/FW;), and Rules (¥'W,, 6/FW,) are

; In this case, the resulting action at the downstream firewall
examples of cases (10) and (11) respectively.

will deny the traffic coming from 140.192.37.* and destined
) . to 161.120.33.*. The implied filtering rul&; will be

4) Correlation Anomaly: A correlation anomaly 0ocCUrs R : tcp, 140.192.37.%, any, 161.120.33.x, 80, deny
as a result of having two correlated rules in the upstreafihjs means that other traffic originating from 140.192.**
and downstream firewalls. We defined correlated rules || pe shadowed at the upstream firewall, while spurious
Section IlI-A. Intra-firewall correlated rules have an anomalyffic destined to 161.120.** may reach the downstream
only if these rules have different filtering actions. Howevefirewall. A possible resolution for cases (12) and (13) is to

correlated rules having any action are always a source @hlace each of the correlated rules with the implied filtering
anomaly in distributed firewalls because of the implied rulg)je g..

resulting from the conjunction of the correlated rules. This

creates not only ambiguity in the inter-firewall policy, but also The example for case (14) is

spurious, and shadowing anomalies. Formally, the correlation g . tcp, 140.192. % ., any, 161.120.33.%, 80, accept
anomaly for rulesk,, and R, occurs if one of the following Ry : tcp, 140.192.37.%, any, 161.120. * .%,80, deny

conditions holds: _ ) . )
This example shows that the resulting filtering action at

R.Rc Ry, Ru[action]=acceptR, [action]=accept (12) the upstream firewall p(_armits the traffic that is coming from
RuRe Ry, Ru[action]=deny R [action]=deny (13) 140.192.37.* and destined to 161.120.33.*. However, the
“ P _ same traffic is blocked at the downstream firewall, resulting
R.RcRaq, Ry [action]=acceptR [action]=deny  (14) in spurious traffic flow. To resolve this anomaly, an extra rule
R, Rc Ry, Ry[action]=deny R [action]=accept (15) R; should be added in the upstream firewall priorRg such
that it blocks the spurious traffic as follows

An example for case (12) is R; : tcp,140.192.37.%, any, 161.120.33.%,80, deny
R, : tcp,140.192. % .x, any, 161.120.33.%, 80, accept
Rg: tcp,140.192.37.%, any, 161.120. * .x, 80, accept As for case (15), the example is

R, : tcp,140.192. % .x,any, 161.120.33.%,80, deny

In this example, effectively, the correlative conjunction of
P Y J R : tcp,140.192.37.%, any, 161.120. * .x, 80, accept

these two rules implies that only the traffic coming from
140.192.37.* and destined to 161.120.33.*. will be acceptedThis example shows a different situation where the re-
as indicated in the following implied rul&; sulting filtering action at the upstream firewall will block
R; : tcp, 140.192.37.%, any, 161.120.33.%, 80, accept the traffic that is coming from 140.192.37.* and destined to
This means that other traffic destined to 161.120.*.* will61.120.33.*. However, because this traffic is accepted at the
be shadowed at the upstream firewall, while spurious traffiobwnstream firewallR; is shadowed byR,,. To resolve this
originating from 140.192.** will reach the downstreamanomaly, an extra rul&?; should be added in the upstream
firewall. firewall beforeR, to avoid the shadowing anomaly as follows
R; : tcp, 140.192.37.%,any, 161.120.33.%, 80, accept



Fig. 6. State diagram for inter-firewall anomaly discovery for rulksand R, whereR,, belongs to the upstream firewall aft}; belongs to the downstream
firewall.

In the following theorem, we show that the anomaly casé® performed on any network topology as long as there is a
we presented above are covering all the possible inter-firewfided route between source and destination sub-domains.
anomalies. A complete proof of the theorem is provided in [2].

Intuitively, inter-firewall anomaly discovery is performed by

Theorem 3:This set of anomalies represent all filterind99régating the policy trees presented in Section IlI-B for all
anomalies that might exist between any two rules rules eaye firewalls isolating every two sub-domains in the network.

in a different firewall. The algorithm takes as an input the list of network paths
between sub-domains. For each path, we determine all the
C. Inter-Firewall Anomaly Discovery Algorithm firewalls in the traffic flow. Then for every firewall in the path,

] ) ] ] ] ] we first run the intra-firewall anomaly discovery algorithm
This algorithm finds the rule relations described in Segescribed in Section IV-B to ensure that every individual

Fion V-B and discovers the. anomalies .between filtering rulggeyall is free from intra-firewall anomalies. Next, we build
in two or more connected firewalls. In Fig. 6 we show the stajge nolicy tree of the most upstream firewall and then add
diagram of the inter-firewall anomaly discovery algorithMiniy this tree the rules of all the consecutive firewalls in the
The figure shows the anomaly discovery for any two rulegaih puring this process, only the rules that apply to this
R, and Rq, where R, is a rule in the upstream firewall ho, (have the same source and destination) are selected and
ppllcy, gnde is a rule in the down_stream flrgwall pollcy.' FOlmarked. Eventually, as a result of applying the algorithm on all
simplicity, the address and port fields are integrated in Ojg network paths, the rules that potentially create anomalies
field for both the source and destination. At the start state, Wg, reported. In addition, any rule left unmarked is reported
assume no relationship between the two rules. Each field4g 4 jrrelevant rule anomaly as it does not apply to any path
R, is compared to the corresponding fieldfi starting with i, the network. The complete description of the inter-firewall
the protocol then source and destination addresses and p%{ﬁ%maly discovery algorithm is provided in [2].
Based on these comparisons, the relation between the two rules
is determined, as well as the anomaly if it exists. For example,As an example, we apply the inter-firewall anomaly dis-
if R, is found to inclusively matclR, (State 10), therRR; is covery algorithm on the example network in Fig. 5. We start
partially shadowed if its action is “accept” (State 11),/; by identifying the participating sub-domains in the network
is spurious if the action oR, is “deny” (State 12). given the network topology and routing tables. The domains
Since more than two firewalls may exist between suln the figure areD; 1, D1, D31, D2 in addition to the
domains in an enterprise network, the inter-firewall anomagjobal Internet domain. The Internet domain is basically any
discovery process should be performed on all firewalls Bddress that does not belong to one of the network sub-
the path connecting any two sub-domains in the networtomains. Afterwards, we identify all the possible directed
For example, in Fig. 5, inter-firewall anomaly analysis ipaths between any two sub-domains in the network and
performed on F'W;, FW,) for all traffic that goes between determine the firewalls that control the traffic on that path, and
D, > and the Internet, onH{W5, F'WW,) for all traffic that goes we run the algorithm on each one of these paths. According to
betweenD, 5 and the Internet, and ont'(Vy, FW,, FW5) the figure, the algorithm analyzes 20 distinct paths for inter-
for all traffic that goes betweeP, » and D, 5. Although we firewall anomalies and produces the anomalies indicated in
use a hierarchical network topology example, this analysis c&ection V-B.



VI. FIREWALL PoLiCcY EDITING any potential anomalies. We start by searching for the correct
Firewall policies are often written by different network adfUle Position in the policy tree by comparing the fields of the

ministrators and occasionally updated (by inserting, modifyifgfW rule with the corresponding tree branch values. If the
or removing rules) to accommodate new security requiremefigld value is a subset of the branch, then the order of the
and network topology changes. Editing an enterprise secufitg"/ rule so far is smaller than the minimum order of all the
policy can be far more difficult than creating a new ondules in this branch. If the field value is a superset of the
A new filtering rule may not apply to every network Sub_bran_ch, the order of the new rqle S0 far is greater than the
domain, therefore this rule should be properly located in tffg@imum order of all the rules in this branch. On the other
correct firewalls to avoid blocking or permitting the wrong'@nd, if the rule is disjoint, then it can given any order in the
traffic. Moreover, as rules in a local firewall policy are ordered©licy: Similarly, the tree browsing continues evaluating the
a new rule must be inserted in a particular order to avo_ﬂth fields in the rule recursively as long as the field value
creating intra-firewall anomalies. The same applies if the rufg @n €xact match or a subset match of a branch. When the
is modified or removed. In this section, we present firewdfction field is reached, the rule is inserted and assigned an
policy editing techniques that simplify the rule editing tasRrder within the maximum and minimum range determined in
significantly, and avoids introducing anomalies due to polid{?® Prowsing phase. A new branch is created for the new rule
updates. The policy editor helps the user to determine tABY time a disjoint or superset match is found. If the new rule
correct firewalls at which a new rule should be located avoilf rédundant because it is an exact match or a subset matich
ing inter-firewall anomalies, and helps to determine the propdfd it has the same action of an existing rule, the policy editor
order for the rule within these firewalls avoiding intra-firewall€I€CtS it and prompts the user with an appropriate message.
anomalies, and provides visual aids for users to track ang®ftér inserting the rule in the appropriate firewalls, the
verify policy changes. Using the policy editor, administrator&ter-firewall anomaly discovery algorithm in Section V-C

require no prior knowledge or understating of the firewalf activated to verify that no intra-firewall or inter-firewall
policy in order to insert, modify or remove a rule. anomalies are introduced in the distributed security policy, and

to identify any correlation or generalization anomalies the new
A. Rule Insertion rule might have created.

The_process of |_nsert|ng a new ru!e in the_ glot_)al sgcung Rule Removal
policy is performed in two steps. The first step is to identify the o _ ) )
firewalls in which this rule should be deployed. This is needed In distributed firewall environments, removing a rule from
in order to apply the filtering rule only on the relevant sul® specific firewall may result in creat?ng an inter-firewall
domains without creating any inter-firewall anomalies. Thahomaly. For example, if a “deny” rule is removed from the
second step is to determine the proper order of the rule ygpstream firewall, 'th|s may result in spurious traffic flowing
each firewall so that no intra-firewall anomaly is created. downstream, but if an “accept” rule is removed from the
In the first step, we first identify all the possible paths thatestream firewall, the relevant traffic may be blocked and aII_
go from the source address to the destination address of #h@ related (exact, subset or superset) downstream rules will
rule. If any of the source or destination addresses is an exterf@|Shadowed.
address (Internet address), then we find the path to/from théVhen the user decides to remove a rule from a certain
closest firewall to the Internet. Second, the rule is insertéfewall, the first step is to identify all the source and des-
in all firewalls in the identified paths if the rule action igination sub-domains that will be impacted by removing this
“accept” Otherwise, the rule is inserted only in the mostule. We use the same technique described in rule insertion
upstream firewalls(s) relative to the source(s). As an exampR§ocess to determine the network path between every source-
the following two rules are inserted in the security Ioo|i(:)@|estination domain pair relevant to this rule. In the second

shown in Fig. 5: step, we remove the rule from the firewall policy as follows.
Ry :dicmp,  #.%.%.x any,140.192. % .x any, deny If the rule is an “accept” rule, then we remove it from the
R : icmp, 140.192. * ., any, 161.120. * .*, any, accept firewalls in all paths from source to destination. Otherwise,

Ry is installed in firewallsF'W, and F'WW, because they are shadowing and/or spuriousness anomaly is created if the rule
the most-upstream firewalls on the paths from the Internistremoved from the upstream and/or the downstream firewalls
and domainD, (161.120.**) to domainD; (140.192.**) respectively. However, if the rule is a “deny” rule, then we just
respectively. On the other hand®, is installed in firewalls remove it from the local firewall and alert the administrator of
FWy, FW, and FW, because they all exist on the path fromhe extra traffic that will be permitted as a result of removing
the domainD; (140.192.*.*) to domainDy (161.120.*.*). this rule. After removing the rule, we run the inter-firewall
In the second step, the order of the new rule in the locahomaly analysis in order to highlight any potential anomalies
firewall policy is determined based on its relation with othehat might be introduced in the modified policy.
existing rules. In general, a new rule should be inserted beforeModifying a rule in a firewall policy is also a critical
any rule that is a superset match, and after any rule that i®geration. However, a modified rule can be easily verified and
subset match of this rule. The local policy tree is used to keeyserted based on the rule removal and insertion techniques
track of the correct ordering of the new rule, and discovelescribed above.



Experience | Shadowing| Redundancy| Correlation | Irrelevance Experience | Shadowing| Spuriousness Redundancy| Correlation
Expert 0% 5% 3% 0% Expert 1% 7% 9% 1%
Intermediate 1% 9% 3% 0% Intermediate 3% 10% 11% 2%
Beginner 4% 12% 9% 2% Beginner 6% 14% 17% 2%

Fig. 7. The average percentage of discovered anomalies in a man-writkég. 9. The average percentage of discovered anomalies in a man-written

centralized firewall policy. distributed firewall policy.
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Fig. 8. Processing time for intra-firewall anomaly discovery. Fig. 10. Processing time for inter-firewall anomaly discovery.
VIl. FIREWALL PoLicY ADVISOR: number of rules was 40 in the centralized firewall, and 90
IMPLEMENTATION AND EVALUATION in the distributed firewall for a network having only three

We implemented the techniques and algorithms describfi@walls. The results of this experiment are shown in Figs. 7
in Sections V and IV in a software tool called the “Firewalpnd 9 for the centralized and distributed firewall exercises
Policy Advisor” or FPA L. The tool implements the inter- FESPECVEly. _
firewall and intra-firewall anomaly discovery algorithms, as 1hese results show clearly that the margin of error that can
well as the distributed firewall policy editor. The FPA wa$® done even by an expert administrator is quite significant
developed using Java programming language and it includ@bout 8% for centralized one and 18% for the distributed
a graphical user interface. In this section, we present 0q.)]rrle). This figure is even much higher for an intermediate and

evaluation study of the usability and the performance of tfR€dinner administrators (about 13% and 27% for centralized
anomaly discovery techniques described in this paper. firewall and 26% and 39% for the distritbuted firewalls

respectively). Another interesting observation is the high

To assess the practical value of our techniques, we first uficentage of redundant as well as spurious rules in all
the FPA tool to analyze real firewall rules in our universitfXPerience levels.
network as well as in some local industrial networks in the .
area. In many cases, the FPA has shown to be effective by disl" the last phase of our evaluation study, we conducted
covering many firewall anomalies that were not discovered ByMPer of experiments to measure the performance and the
human visual inspection. We then attempted to quantitativetg@/ability of firewall anomaly discovery under different fil-
evaluate the practical usability of the FPA by conducting a s&'ing policies and network topologies. Our experiments were
of experiments that consider the level of network administratBfrformed on a Pentium PlIl 400 MHz processor with 128
expertise and the frequency of occurrence of each anomiipyte of RAM. _ _
type. In this experiment, we created two firewall policy exer- 10 Study the performance of the intra-firewall anomaly
cises and asked twelve network administrators with varyiri_éﬁcoyery algorithm, we produced four sets of firewall rules.
level of expertise in the field to complete each exercis ne first set includes rules that are dlfferent in the destination
The exercises include writing filtering rules in centralizegddress only, and the second set includes rules that have
and distributed firewalls based on a given security po”&)stmt_:t source addre_sseg These two sets resemble a realistic
requirements. We then used the FPA tool to analyze the rufgmPination of practical firewall rules, and represent the best
in the answer of each one and calculated the ratio of eac?S€ SCenario because they require the minimum policy-tree

anomaly relative to total number of rules. The average totagvigation for analyzing each rule. In the third set, each rule
is a superset match of the preceding rule. This set represents

Lhttp:/Avww.mnlab.cti.depaul.edu/mnlab/projects/FPA the worst case scenario because each rule requires complete



policy-tree navigation in order to analyze the entire rule setection, we focus our study on the related work that intersects
The fourth set includes rules that are randomly selected fromith our work in three areas: packet filter modelling, conflict
the three previous sets in order to represent the average adiseovery and rule analysis, and distributed firewall policy
scenario. We used the FPA tool to run the intra-firewall poliomanagement.
analysis algorithm on each set using various sizes of rule setSeveral models have been proposed for filtering rules.
(10-90 rules). In each case, we measured the processing tidrdered binary decision diagram is used as a model for
needed to produce the policy analysis report. The results watimizing packet classification in [12]. Another model using
obtained are shown in Fig. 8. Set 1 shows the least processingle space is developed in [22], which combines a set of
time because all the rules are aggregated in one branchHfiiters in one tuple stored in a hash table. The model in [24]
the policy tree, which makes the number of field matches andes bucket filters indexed by search trees. Multi-dimensional
node creations minimal. Set 2 has a slightly higher processibimary tries are also used to model filters [19]. In [7] a
time, since each rule in the set has a distinct branch at a higgepmetric model is used to represent 2-tuple filtering rules.
level in the policy tree. This requires more time to create neBecause these models were designed particularly to optimize
tree nodes for inserting each rule in the tree. Set 3 is expectmtket classification in high-speed networks, we found them
to have the highest processing time since every rule in the @b complex to use for firewall policy analysis. We can confirm
must be matched with all rules in the policy tree. Set 4 shoi®m experience that the tree-based model we use is simple
a moderate (average) processing time and represents the ranstpowerful enough for this purpose.
practical scenario as it combines many different cases. EverResearch in policy conflict analysis has been actively grow-
in the worst case scenario (Set 3), the processing time lookg for many years. However, most of the work in this area
very reasonable; approximately 20-240 ms for 10-90 rulesddresses general management policies rather than firewall-
In addition, the processing time increases about 2.1-2.8 specific policies. For example, authors in [15] classify possible
per rule, which is considered insignificant overhead even pblicy conflicts in role-based management frameworks, and
hundreds of rules exist in a firewall. develop techniques to discover them. A policy conflict scheme
For evaluating the performance of the inter-firewall anomafpr IPSec is presented in [9]. Although this work is very useful
discovery algorithm, we conducted a similar experiment onas a general background, it is not directly applicable in firewall
network of distributed firewalls. We used a balanced threanomaly discovery. On the other hand, few research projects
level hierarchical network topology connected to the Internatidress the conflict problem in filtering rules. Both [7] and
via the root node. Each non-leaf node in the network h@kl] provide algorithms for detecting and resolving conflicts
filtering capability. We created four networks with differenemong general packet filters. However, they only detect what
branching degrees at each level in the hierarchy starting at the defined as correlation anomaly because it causes ambiguity
root node: (1) 2-2-2, (2) 3-2-2, (3) 3-3-2 and (4) 3-3-3. Fan packet classifiers. Other research work go one step forward
example, the root node in Network 2 has 3 branches, wherdgsoffering query-based tools for firewall policy analysis. In
every node on levels two and three has 2 branches. For efitH and [25], the authors developed a firewall analysis tool
network, we installed a random set of filtering rules in eadio perform customized queries on a set of filtering rules and
firewall. The generated topology information and the firewadixtract the related rules in the policy. In [8], an expert system
setup of each network are used as inputs for our experimast.used for verifying the functionality of filtering rules by
We then used the FPA to run the inter-firewall policy analysigerforming queries. All these tools help in manually verifying
algorithm on each network with a different number of rulethe correctness of the firewall policy, however, they require
(10-50 rules) for each firewall. We measured, in each case, tiigh user expertise to write the proper queries to identify
processing time required to produce the final policy analysifferent firewall policy problems.
report. The results are shown in Fig. 10. We noticed that forIn the field of distributed firewalls, current research mainly
small and mid-size networks (such as Network 1 that hasf@&uses on the management of distributed firewall policies.
sub-domains and Network 2 that has 12 sub-domains), thiee first generation of global policy management technology
processing time ranges from 3 to 40 seconds. However, in cés@resented in [10], which proposes a global policy definition
of large networks (such as Networks 3 and Network 4 that halamguage along with algorithms for verifying the policy and
18 and 27 sub-domains respectively), the firewall anomadgnerating filtering rules. However, in [3] the authors adopted a
discovery requires much higher processing time ranging frapetter approach by using a modular architecture that separates
11 to 180 seconds depending on the rule complexity. Thiee security policy and the underlying network topology to
increase in the processing time as the network size increaalew for flexible modification of the network topology without
is due to the fact that the complexity of our algorithm ishe need to update the security policy. Similar work has been
dependant on the total number of paths between sub-domaiose in [13] with a procedural policy definition language,
in the network. and in [16] with an object-oriented policy definition language.
In terms of distributed firewall policy enforcement, a novel
architecture is proposed in [14] where the authors suggest
A significant amount of work has been reported in thasing a trust management system to enforce a centralized
area of firewall and policy-based security management. In tlgscurity policy at individual network endpoints based on

VIIl. RELATED WORK



access rights granted to users or hosts. We found that none
of the published work in this area addressed the problem il

discovering anomalies in distributed firewall environments.

In conclusion, we could not find any published researc
work that uses low-level filtering rules to perform a complet
anomaly analysis and guided editing of centralized and dis-

tributed firewall policies.

IX. CONCLUSIONS ANDFUTURE WORK

Firewall security, like any other technology, requires prope
management in order to provide proper security services. Th
just having firewalls on the network boundaries or betweers]
sub-domains may not necessarily make the network any se-
cure. One reason of this is the complexity of managing firewal
rules and the resulting network vulnerability due to rule
anomalies. The Firewall Policy Advisor presented in this papdfl
provides a number of techniques for purifying and protecting
the firewall policy from rule anomalies. The administrator[9]
may use the firewall policy advisor to manage legacy firewall
policies without prior analysis of filtering rules. In this papef,
we formally defined a number of firewall policy anomalies in
both centralized and distributed firewalls and we proved that
these are the only conflicts that could exist in firewall policiegl.l]
We then presented a set of algorithms to detect rule anomalies
within a single firewall (intra-firewall anomalies), and between
inter-connected firewalls (inter-firewall anomalies) in the nefr3)
work. When an anomaly is detected, users are prompted with
proper corrective actions. We intentionally made the tool not
to automatically correct the discovered anomaly but rathér
alarm the user because we believe that the administrator should
have the final call on policy changes. Finally, we present&tl
a user-friendly Java-based implementation of Firewall Policy

Advisor.

Using Firewall Policy Advisor was shown to be very
effective for firewalls in real-life networks. In regards tq7
usability, the tool was able to discover filtering anomalies
in rules written by expert network administrators. In regar
to performance, although the policy analysis algorithms a
parabolically dependant on the number of rules in the firewadb]
policy, our experiments show that the average processing time
in intra- and inter-firewall anomaly discovery is very reasofyq;
able for practical applications. Using our Java implementation
of the anomaly discovery algorithms, our results indicate th
it, in the worst case, it takes 10-240 ms of processing time 10
analyze a security policy of 10-90 rules in a single firewall.
However, in a considerably large network (27 sub-domains
with 13 firewalls), it takes 20-180 seconds to analyze e

filtering rules of all firewalls in the network.

We believe that there is much more to do in firewall polic{?3!
management area. Our future research plan includes impg;
mentation optimization of intra- and inter-firewall anomaly
discovery, online automatic discovery and recovery of anomia®!
lies created as a result of the rule editing, rule placement ba
on firewall performance, self-configurable firewalls, translating
low-level filtering rules into high-level textual description and?”] A

vice versa.
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