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Dedication  

It is very hard to specify or restrict.....  

But let's say to vector x whose -finite number of- elements belong to the universal 

set of Homo sapiens. 

A few of these elements can be mentioned without much trouble placing them in 

order (they won't argue as they are all deceased now). Namely; K. F. Gauss, E. Galois, 

and Thabit ibn Qurra al-Harrani. 
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ABSTRACT 

In many real life applications we are faced with a finite sequence of letters or 

symbols from some information source. And in order to investigate the properties of this 

time-series several methods can be involved and one of the main methods is to 

investigate the absolute entropy of the source. 

Entropy of some source can tell us how informative its output is and how complex 

the source structure might be. 

Many methods were developed by various researchers for estimating the entropy. 

Depending on the nature of the time-series of symbols and any priori knowledge of the 

source itself; the method should be chosen. Two main classes exist: Parametric and non-

Parametric Entropy estimation. 

We will lay out a new technique for non-parametric entropy estimation. This 

technique investigates the gradient of the entropy estimated using different memory and 

word sizes for studying the data source. 

The technique proposed while investigating the entropy of a source, it extracts a set 

of results that can be used in various applications. Such applications include; deciding 

the memory needed to implement the data source (finite state machines in general), 

regeneration of the source or a sequence with similar statistical properties, approximating 

machines using others with less memory, etc. Also, it has been shown that such results 

can have applications in investigating and testing some properties of graphs, integer 

numbers and sequences with special forms. 

The new technique when applied to some types of data sources gave better results 

and faster convergence than many other well known techniques. 
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CHAPTER 1  

INTRODUCTION AND LAYOUT 

This chapter will show a quick overview of the topic, lay down the motive for our 

work and give a quick look through the next chapters. 

1.1. INTRODUCTION 

When we read any novel, or even listen to any one speaking before us; we surely 

notice that some of those can be described as informative, another writer as exciting and 

the other as boring, or just saying old stories, or mumbling useless words. This can be 

also applied to music; some composers show a talent to create smooth music, others have 

a vigorous sense of music. And of course there is random beats that mean nothing, and 

there is complete silence. The same can be observed in images, data lists, temperature 

levels, or any other form of serializable data.  

In the world of communication, traffic analysis is a major concern to all of the 

workers in this field. Where everyone tries to lessen the amount of data loaded onto 

communication lines, they must know how far they can do that task. This is related to 

how complex the data is. If a stream of bits all equals to 1, then – trivial - just send their 

count. If it is purely random, then we can do nothing. That's what compression software 

is doing all over the globe, trying to minimize how data looks like. 

But there are always limits to how far we can force data to be smaller. Such bounds 

were first introduced by Claude Shannon in his revolutionary work of "Mathematical 

Theory of Communication" [36]. 

He introduced the term Entropy from the world of thermodynamics and statistical 

mechanics into the world of communication and founded the Field of Information 

Theory. As obvious (from the many different contexts that such a term appears), there 

exist many definitions of Entropy [36][39]; "The amount of transferable energy (thermal 

energy) in a system", "A measure of how chaotic a system is", "How hard a system is to 
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predict", "A measure of how informative a system is", … 

On many occasions, we need  to check out some data, or a data generating machine 

(data source) and see how informative it is, (quite the same) how compressible, or how 

chaotic it seems. Then - in other words - we want to estimate the entropy of such a source 

(Some applications of estimating the entropy is in section 2.2). 

For such a mission, we don't have any tools or information in hand but the symbols 

(or data generally) outputted from the source. Sometimes one may had some more 

properties about the source as number of possible symbols, their probability distribution 

or any dependencies between them. 

We propose a new technique for estimating entropy given only the source symbols, 

with no additive information. Beside estimating entropy, our way gives us different 

views at different depths with which we can look at the data source, supplying us with a 

tool to solve some problems that we face in our practical life. Also, we introduce two 

new applications of entropy estimation from two rather distant fields. 

1.2. MOTIVATION OF THIS WORK 

A question arises; "Why one more entropy estimating technique when many 

already exist?"  

Any algorithm for entropy estimation can be adjusted to take as different relations 

between different symbols as needed. In other words, the estimating machine can be 

adjusted to work on different powers. With increasing power of the machine; a better 

estimation of the absolute entropy is hopefully achieved, and of course more input data 

and extra running time are needed All the techniques available try to use the best 

approximation they can get for the absolute entropy, but they do not use the information 

of how they converged into this value. They achieve their single approximation by 

extrapolating along the size of processed data. But using the rate by which we converge 

to our best approximation can be in its own a property of the data source, and can be used 

to fit a curve that in its far tail will – hopefully – reach the absolute entropy. Also, almost 

all techniques approach the problem from one single direction; either by increasing the 

memory of their entropy estimating machine or by increasing the word size they are 
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extracting from the data source at a time. So, it was very exciting to use both approaches 

and study the behaviour in this hybrid case.  

For the sake of using the gradient of different entropy estimation values, we 

developed this technique. And later on we used the results of the technique and analysis 

by-products for some more applications. 

1.3. LAYOUT OF FOLLOWING CHAPTERS 

In the next chapters, we will follow as straightforward flow as possible. In order to 

give a quick preview; here is a quick description of what every remaining chapter of this 

text will be about: 

Chapter 2 provides an overview of the concepts and basics of Information Theory, 

in addition to some relations and techniques for manipulating experimental data from the 

area of the Theory of Probability.  

Chapter 3 gives a deeper detail concerning Entropy Estimating Algorithms and 

discussing their implementation techniques. Also it will be shown through the chapter 

what are the advantages and disadvantages of each of the techniques, and the suitable 

environment in which each operates with best performance and most accurate results. 

Chapter 4 is concerned with the Entropy Gradient Method. This is the method 

proposed in our work. It will be discussed from the point of view of its evolution and 

modifications till it reached its current form. We will discuss implementation details of 

the technique along with the motives and problems rendered every considered detail 

necessary.  

Chapter 5 is dedicated to introduce two new applications of entropy estimation, as 

well as some test cases to verify the reliability of the technique's results against other 

techniques. 

Chapter 6 will be concerned with our conclusion as this work comes to the end of 

its current phase summarizing the contributions discussed over the preceding chapters. 

Also, we will pass through some of the future work that could be delved into later on. 

Some of these future topics might seem quite out of topic, but they are all related to, or 

will make use of this very piece of work. 
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More than one Appendix will conclude the text, taking care of some details and 

mathematical proofs that looked out of the stream of the discussion, and results that were 

obtained in our investigation and helped finalizing our results. 
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CHAPTER 2 

 BACKGROUND AND BASIC CONCEPTS 

We are going to lay here the basics needed to go through the rest of this report. 

Some of the basic information theory concepts are discussed as well as related topics in 

probability theory. 

Also, we will discuss in this chapter the different methods known to calculate 

and/or estimate the entropy of a symbol sequence experimentally. 

Then, few of the various applications of entropy estimation in practical problems 

will be shown in order to emphasize the usefulness of this measure. 

2.1. BASIC CONCEPTS AND TERMINOLOGY 

2.1.1. Information Theory 

In the current section, some basics underlying the Information Theory concepts and 

notations are discussed, along with a quick look at its history and early development. 

A bit of history: 

Information Theory is not a single theoretical statement made by some scientist 

some day. It is a whole - well - structured framework, where we can discuss one of the - 

was- forgotten and not modelled concepts in our lives; knowledge and information. 

Nyquist is a well known name for his work in communication, and mostly for his 

famous sampling frequency limit expression. Which can be restated as; If we used fewer 

coefficients than 2*fmax to model a signal, we will loose some of the information 

provided in the original signal. This puts an upper limit on the information given in a 

finite frequency range signal, or in other words, puts a limit over the compressibility of 

such signal. Of course, this was not - by any means - the original Nyquist statement, but 

it is somehow equivalent, it can be seen as our information theoretic interpretation of his 
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theorem. He was interested in the limits of encoding and –equivalently- speed of 

transmission on communication lines, as he wrote "Certain Factors Affecting Telegraph 

Speed" (1924) [25] and "Certain Topics in Telegraph Transmission Theory" (1928) [26]. 

He was discussing the same problem attacked later by C. Shannon but without robust 

mathematical formulation, elementary handling of noise effects or modelling information 

sources probabilistically. 

In 1948, Wiener introduced his book "Control and Communication in the Animal 

and Machine", who was one of the first real attacks to the formulation of Information and 

its dependent behaviour. Before that, in Princeton, 1943, in an unofficial meeting 

organized by Wiener, scientists from various fields, settled on some paradigms and 

notations where people can later on build upon in the information theory, most notably 

was the settling on the words "memory" for various information storage forms and "bit" 

as a unit to measure information. 

Claude Shannon, one of the information theory's forefathers, was concerned with 

how to model information and related topics more than any one else. As he stated, "Our 

brain children (electronic computers) think in a way which is quite different from our 

way of thinking: strictly, logically, free of figures of speech and associations" [29]. We 

can consider that the real start of Information Theory was announced by Shannon in his 

paper "Mathematical Theory of Communication" (1948) [36].  

Shannon used the word entropy to denote the amount of information (H) in a set of 

samples, or in some data. 

Entropy, as used by Clausius (in the 1870's) as "The part of the energy of a system 

which can not be transformed into mechanical work without the transmission of heat to 

some other body". Entropy originally, is the Greek word "en" and "trepen ", that means 

"turning in".  

Boltzmann (1890's), in his work in the field of statistical mechanics showed that 

entropy of a system is the average of the logarithm of the probabilities of the states of the 

system. 

Later on, Hartley in the 1920's, introduced the terms "rate of communication", 

"capacity of a system to transmit information", and several other phrases into the world 

of information theory and communication. He needed to introduce a quantitative measure 
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of information, so he used the symbol "H" to represent this amount of measurable 

information, stating that: 

)log(. snH = ......................................... (eq. 2.1)    

is the amount of information gained in n selections from s different symbols 

available in each selection (selection with replacement). 

Then, Shannon used the same symbol "H" to denote amount of information in a set 

of data. Entropy was chosen to match what Shannon figured information can be seen as. 

He stated that Entropy of a system is "The amount of uncertainty of some data source" 

[36], he interchanged the two words with the word "availability of choice" quite freely. 

After all, it might not be the meaning of "entropy" itself that attracted Shannon. It 

is said that Shannon once said: “My greatest concern was what to call it. I thought of 

calling it ‘information’, but the word was overly used, so I decided to call it 

‘uncertainty’. When I discussed it with John von Neumann, he had a better idea. Von 

Neumann told me, ‘You should call it entropy, for two reasons. In the first place your 

uncertainty function has been used in statistical mechanics under that name, so it already 

has a name. In the second place, and more important, nobody knows what entropy really 

is, so in a debate you will always have the advantage.” [38]. 

Formulation: 

So, H (entropy) of some data source (assuming the source supplies us with one 

symbol at a time) can be written as; 

( ) ( )
( )

�

=
s i

i
sP

sPSH
1

log ................... (eq. 2.2) 

      where, S is the data source, pi is the probability vector of the source's different 

symbols. The base of the log in the expression will only change the unit of measurement. 

Natural logarithm results in nat (natural units), base 10 results in Hartleys (after Hartley 

of course), and binary logarithm (most commonly used) make the result in bits (binary 

digits). 

Such a source is called a zero-memory source. Each symbol appears independently 
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from the one before it. In most practical problems, this is not the case. So, a reasonable 

extension of the first formula would be, 

( ) ( ) ( )
��

=
S ji

ji
S

j ssP
ssPsPSH

/
1

log/)( , 1 memory depth ................. (eq. 2.3) 

 

( ) ( )
( )

��

-
--=

S nn
nn

S
n ssssP

ssssPsssPSH
n

110
110110 .../

1
log.../)...(

 

( )
( )

�

+
-

-=
1

110
110 .../

1
log...

nS nn
nn ssssP

ssssP ,    n memory depth... (eq. 2.4) 

      where P(si|sj) ( P(sn|s0s1…sn-1) for the second general formula) is the conditional 

probability of a symbol given the previous one was sj (or s0,s1,..sn-1 for the second 

formula). 

We can rewrite these formulas as a weighted average of information gained by the 

whole set of symbols that can occur from our data source; 

( ) ( )
�

=
s

ii sIsPSH )( , ......................... (eq. 2.5) 

( )
( )i

i sP
sI

1
log= ,.................................. (eq. 2.6) 

      where I(si) is the information gained if symbol si was observed. Of course, a 

reasonable extension to a non zero-memory data source is obvious.  

Looking into these formulas represented above, we can observe the – somehow - 

exact similarity between uncertainty and entropy. Let's take for example a data source S1, 

with two symbols "0" and "1". Each can occur with equal probability. Then, H(S1) would 

be equal to 1/2.log(2) + 1/2.log(2) = 1 bit/symbol (the highest value we can get for a 

single binary value, see Appendix A for proofs). If, on the other hand, we had another 

source S2, with one sure symbol, and the other is impossible. Then H(S2) = 

1*log(1)+0*log(0) = 0 bits (no uncertainty = no information = no entropy = no degrees 

of freedom  = no choices).  
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For such binary system,  

)
1

1
log()1()

1
log()(

p
p

p
pSH

-
×-+×= , .. (eq. 2.7) 

where p is the probability of one of the symbols to occur. As in Figure 2.1, the 

amount of information is at a maximum when we are most confused about the next 

symbol to appear from the source. 

 
Figure 2.1: Entropy of a binary source, with symbol probabilities (p and 1-p) 

The same effect will be observed with increasing dimensionality. In a binary 

system (i.e., having one degree of freedom), a two-dimensional curve was enough. 

Increasing the idea to a system with n symbols, there will be a need to visualize n-1 

independent variables plus the entropy value dimension, resulting in an n-Dimensional 

display. Visualization complexity has increased, but the idea is the same; entropy 

decreases if one symbol is highly probable than others, and if a symbol is a sure one, then 

entropy reaches zero level.  
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Markov Sources and FSM: 

Assuming a data source having no 

memory is a very restrictive case. Shannon had 

pointed out that a general data source mostly 

will be in the form of a Markov source, where 

each symbol follows some probabilistic rules 

depending on the previous history of the data 

source. In other words, most data sources can be 

modelled as Finite State Machines were state-to-

state transitions depends on predefined 

probabilities that dictate the behaviour of the 

system. Figure 2.2 shows a Markov source of 

2nd order, where each state is identified by the 

two previous inputs. The entropy of this source 

can be calculated from the conditional probabilities to be equal to 0.81 bit/symbol (Using 

equation 2.4). 

Block Entropies: 

The abovementioned entropy formulae assume that the system generates the 

symbols (e.g., letters) one at a time. What if it generates them in predefined k-tuples? In 

this way, we can conclude more relations between successive symbols, and understand 

the structure of the data source via monitoring the words instead of individual letters. 

For example, in a DNA sequence we have four different letters: A, C, G, T. If they 

are equiprobable, we will have entropy of 2 bits/symbol. But if we considered triplets, we 

will observe only 20 triplets out of the possible 64 combinations (corresponding to the 20 

amino-acids used in nearly all organisms), this means a 4.322 bits/triplet = 1.44 

bits/symbol. If we delved more into the protein structures we will find that the symbols 

and triplets are not equiprobable, causing entropy level to drop more. A more detailed 

discussion of entropy of DNA nucleotide sequences can be found in the next section. 

This mechanism of taking multiple symbols at a time was considered by Shannon 

as a way to approach the real value of the absolute entropy, 

 

Figure 2.2: An Example of a Finite 
Probabilistic state machine. Binary 
output and a memory span = 2 (i.e., 22 
states) 
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      where Hn denotes the entropy calculated using blocks of n symbols, and the 

subscript ( 0 ) denotes zero-memory calculations (i.e., non conditional probabilities) and 

the calculated limit is the absolute entropy of the source. 

Last formula is part of the basis for many entropy estimation techniques; as it can 

be used to extrapolate for impractically possible block sizes. 

We can also deduce some important relations between memory-based entropies 

and non-unity block-sized entropies. Here is a formula that shows the tight relation 

between both; 

nn
n HHH 0

1
0

1 -= + , ................................. (eq. 2.9) 

      where (as in the notations section) the superscript shows the block-size 

(extension) and the subscript is the memory of the source. A more general version of this 

formula (see Appendix A); 

nini
n HHH 00 -= + . ................................. (eq. 2.10) 

Real/Absolute Entropy and Measured Entropy: 

It is important to note the difference between the entropy of the source (i.e. H(S)) 

and the measured entropy. It is not always possible to know how complex the source is. 

So we almost always assume some complexity level in the source in the form of some 

memory depth and/or count of symbols generated together (extension) and write down 

the entropy given these settings. This calculated entropy is what we write as e
mH . 

Another notation that is used in some references [1] is the adjoint source, which is 

an approximation of the data source with no conditional probabilities, or in other words 

with no memory. Therefore, we can write the relation of its entropy directly as; 

1
0)())(Adjoint( HSHSH == , ......... (eq. 2.11) 

and also its nth extension form; 
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nnn HSHSH 0)())(Adjoint( == ,.... (eq. 2.12) 

Algorithmic Information Theory 

There is another different approach for measuring the amount of 

information/randomness/unpredictability of a sequence. The algorithmic approach was 

first mentioned by Kolmogorov [22]. This view of information and complexity is not our 

main concern in this work though we will mention it swiftly (in this section and later 

when we mention estimation techniques) for its great theoretical importance in the field 

of information theory. 

The complexity is measured by how long the algorithm needed to generate such 

data. For example, the sequence of odd numbers is very easily generated by very short 

code; then its complexity is quite low. The sequence of prime numbers is a more 

complex sequence generated by a more complex algorithm. At the other extreme, a 

perfectly random sequence must be specifically generated symbol by symbol, causing the 

generating algorithm to be of the same length as the generated sequence.  

We can see that this definition will yield different results from the previously 

discussed Shannon's entropy. But they can be brought closer by applying Shannon's 

entropy calculations to some encoding of the original sequence. For Example, recall the 

odd integers' sequence. From the algorithmic complexity point of view this sequence is 

trivial with very little information. But if we applied the sequence untreated to the 

probabilistic model of entropy, we will get an excessively high entropy value. But 

encoding the same sequence by writing down only the difference between successive 

elements, leads us to nearly zero entropy (as there is a single element repeating).  

The algorithmic complexity almost always gives lower values than its statistical 

version. That is because it can simulate with small-sized algorithms finite state machines 

very reliably. Also, it can generate any arbitrary encoding of any sequence given its 

general formula, mathematical representation, or governing rules. 

2.1.2. Probability Theory. 

Each of the symbols obtained from a data source can be viewed as an event that 
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occurred in some stochastic system. So, basically – in many entropy estimation 

techniques - we would like to find out the probability of each of these events by 

observing the data source for some time. 

The frequency based probability estimation of event A; 

N
n

AP A@)( ............................................. (eq. 2.13) 

      where nA is the number of times the "A" occurred out of N total events. 

Such estimation is quite naïve, because it does not take into consideration those 

events that did not occur yet. But how can we take such unseen events into 

consideration? Laplace's successor rule is such solution; 

dN
n

AP A

+
+

@
1

)( ....................................... (eq. 2.14) 

      where d is the cardinality of the events set, or in our case; the cardinality of the 

symbol set of the data source (i.e., the size of the alphabet from which the data source 

draws its letters). 

A more general form is justified in [12], where a parameter is introduced as 

follows; 

dN

n
AP A

b
b

+

+
@)( , having b >0.............. (eq. 2.15) 

In the case of Laplace successor; b = 1, Krichevsky-Trofimov estimate [18] uses b 

= 1/2, while [34] used b=1/d as an empirical value that was a successful fit in many test 

cases. Later, we will show useful effects of using negative values for b as well. 

Estimation Bias 

Returning to the entropy calculation formula (we will consider the basic formula as 

a start), we would like to see the effect of using experimental probabilities (estimated 

from the outcomes of the data source) instead of real probabilities that are hidden inside 

the data source and unknown to the beholder. 
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Using the normal (i.e., MLE) estimation of probabilities (frequency count) we will 

get a biased estimation of entropy. The bias will be dependent on number of samples 

used in calculating the symbol frequencies and it will be approaching zero with number 

of samples approaching infinity. 

The value of this bias was investigated by [3] and was proved to be  

)
1

(log
2

1
)()(

2N
oe

N
M

SHSH +
-

-= ........ (eq. 2.16) 

where M is the number of seen symbols (or blocks of symbols) in the data source, 

and N is the total number of observed symbols (or blocks). 

A better expression of the bias terms was shown by [13], that extends the exact 

expression to the O(N-2) term. 
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where pi are the real (not observed) probabilities of the symbols monitored. 

Using other than the naïve probability estimate can lead much better results in the 

bias; it can even invert its sign (renders the estimate positively biased). By using the 

Laplace successor rule the entropy estimate will be always greater than that obtained 

using the likelihood estimate. 

2.2. SOME APPLICATIONS OF INVESTIGATING AND 
ESTIMATING ENTROPY  

Many applications are practically available for the investigation of entropy values 

of different sources of data as literature text, voice signals, landscape images and 

biological data as DNA nucleotide fragments. We will pass through some of them to 

emphasize the use of entropy estimation in such problems. 

Coding efficiency / Compression: 

Data compression is viewed by many of the workers of the field as a two phase 

process. First, a modeller is responsible for stating the different relations and 
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comprehending the inherent structure of the data sequence. Next, an encoder will be 

responsible for generating the actual bit stream with the smaller size as a final output. 

(i.e., data compression) [5]. 

Entropy estimation can be considered as sub-phase of modelling. Calculating 

conditional entropies will be useful for identifying the length of code that should be 

designated for each of the symbols. This relation can be seen by checking out an alternate 

definition of data compression, "A technique used to convert a variable information rate 

data stream into a constant information rate stream". A direct result of this definition 

dictates that we should code each source symbol with an output code having length 

log (1/p). This was mentioned before in (eq. 2.6), relating amount of information of a 

single symbol with its probability. Also, this yields to an (often under-) estimation of the 

average code length by checking the value of the entropy as an average of information 

values of symbols. 

Entropy and Sorting 

Entropy can be related logically to sorting of a series of values (or members of any 

set with an ordering relations). As a series gets more sorted (many measures were 

proposed by various workers in the field to measure how far a series is from being 

sorted) we can tailor sorting algorithm that can work better with such knowledge. 

Measuring the amount of work for sorting is therefore essential. 

A definition of the Entropy of a graph is used in [17]. Comparability graph of the 

data provided will be constructed using some given relations among the data (i.e., given a 

partial order P, it is required to find an unknown linear extension of it which is the final 

order). Then the entropy of such a graph will be computed, giving an estimation of how 

much work will be required for the sorting algorithm. Inequalities relating the entropy of 

the partial order graph, and the possible outcomes to be investigated are shown to be; 

))}()(log(

),()!max{log(
))(log())()(log(

PHnCn

PnHn
PePHnn

-

-³
³-

...................(eq. 2.16) 

where e(P) is the number of possible linear extensions of P, n is the number of data 
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elements and C = (1 + 7 log(e))-1. So we have here a relation binding the size of the space 

of possible extensions to be searched (i.e., sorting) to the entropy of the graph formed by 

the given partial order. 

Also, during our study in the applications of sorting; we proposed more than one 

encoding of the problem of sorting that can give a measure of how sorted/unsorted the 

data is. Working in this topic is still open for future investigation (Section 6.2). 

Medical Applications 

Various applications in the medical field have been experimented. One of the most 

successful is the determination of the stages of sleep and the effectiveness of anaesthesia 

by estimating the entropy of the output of electroencephalogram (EEG) of the subject 

under investigation [32]. It has been discovered that there is a gradual loss of complexity 

during the state transition from wake to NREM (non-rapid eye movement) stage 1 and 

along till stage 4, and an increase in complexity from NREM stage 4 to REM (rapid eye 

movement). By monitoring the investigated subject during all his sleeping period and 

identifying the stages of his sleep by normal clinical signs, these relations were observed. 

The used entropy measure is ApEn (approximate entropy), which is very suitable for 

dynamic data. ApEn has been introduced in the work of [7] for the same medical field, 

where they studied the effect of "paying attention" on the entropy of the ApEn algorithm. 

It was found that certain spots of the cerebrum shows higher entropy EEG signals than 

normal when the subject remembers, calculates, or performs any deeper mental activity. 

ApEn is specifically applicable in such situations as it extracts the entropy as a varying 

parameter with time in order to be compared to the dynamic behaviour of the source.  

DNA nucleotide sequences 

Processing and comprehending nucleotide sequences are extremely important in 

the analysis of the human genome for gene identification, allele enumeration, and 

studying protein structures. The DNA sequence forming the genome of any living 

creature is formed out of the same four basic letters; A, C, G, and T. They combine in 

blocks of 3 to define amino-acids forming proteins. Between genes on each chromosome 

there exist areas of junk DNA that has no meaning (i.e., non-coding). Also, inside the 
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gene letters there exists areas of non-coding nucleotides (introns) between the coding 

nucleotides (exons). To differentiate between these regions, several techniques are used; 

similarity database search, search by validity of content, and statistical analysis [20]. 

Statistical analyses include entropy analysis that can be performed to differentiate 

between the different modes of nucleotides. 

In [15] the level of entropy is calculated for a positional function that indicates the 

position of the DNA symbols within the triads of DNA. Very impressive results were 

obtained showing high discriminating power between main categories. 

There has been a study on the relation between aging and entropy. In [27] 

informational entropy was related to the structure modifications that accumulate inside 

somatic chromosomes by time (One of the main proposed reasons of aging). The 

fluctuations of "CG" nucleotide ratio (standard average is 40%) was very evident in old 

cells, and in mutated cells (e.g., in cancer cells). Also, the introduction of mutated junk 

sequences into the normal DNA increases the entropy of the sequences as a whole. 

The use of entropy analysis applied to DNA was also used for identifying remnants 

of genes from parent species. By comparing the entropy and other statistical measures on 

the nucleotide sequences of some species of bacteria, [16] managed to extract the 

location of neutralized genes (i.e., genes that are inherited from parent species in the 

course of evolution, and have no influence in descendent organism). 

We can safely say that there are two main entropy estimates that make sense with 

these applications previously mentioned; 1
mH , and 3

mH . As we are concerned with single 

nucleotides and with triads that form selectors for amino-acids in earthly living creatures 

(All living creatures are using same letters with same set of translation rules). These two 

measures can be extended to same block size but with increasing memory spans, non-

zero memory correlating can be useful if relations between successive amino acids inside 

proteins exist. The naïve coding of DNA nucleotides results in 2 bits/nucleotide, but with 

careful choice of extension and memory span [23] reached as low as 1.65 bits/nucleotide 

in coding regions. 

Online algorithms 

It should be expected that if the input to an online algorithm is highly predictable 
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(i.e., low entropy) than the algorithm will perform much better than if it was a near 

random input stream. As an example consider a data stream that is required to be sorted; 

if such stream has a zero entropy (i.e., given first specific number of records; all the 

following records are exactly defined with respect to their sorting key values), then after 

an initial number of records, the algorithm will be able to read each next record and place 

it exactly in its correct final place. In such a case, the sorting is made in O(n); where n is 

the number of records. In contrast, if the data is completely random than we can not do 

any better by trying to guess next symbols or their expected range. 

Several online algorithms were analysed versus the entropy of its input data stream. 

In [28] three problems were checked for relation between its performance and certain 

entropy measures of its input, namely; list accessing, pre-fetching, and caching. 

Measuring Diversity in Social Systems 

Entropy - as implied by its definition – is related to diversity. This fact was used in 

[2] to test the diversity and social behaviour of the artificial communities made out of 

agent and multi-robotic systems. In their work they studied group/cooperative behaviour, 

and independence/egoism of agents. Different applications were used to test their 

measure's reliability as in multi-robot soccer and multi-robot foraging teams. 

They focused on studying teams of mechanically similar agents that use 

reinforcement learning to develop behavioural policies. 

Switching Activity in Processors 

One of applications of entropy measures appeared in [19] is to calculate the 

switching activity of processors in order to measure work loads, bottlenecks in data 

paths, and power dissipation. 

Optimizing power consumption plays a key role in designing VLSI's, as it places a 

limit on increasing the density of such complex systems. By presenting models for 

bit-level switching activity in data-path operators it was possible to calculate with fair 

accuracy the bounds by which a given set of test data can exhaust a processing system.  

Predicting User Input: 

In interactive interfaces where users have to continuously enter text into the 
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machine, as a form of commands to the application or - specifically - as in word 

processing applications, it will be highly appreciated if users can save some of their 

typing effort. This can be achieved if machines have any predicting capabilities.  

As Shannon showed - as one of his first examples of redundancy - that English text 

is highly redundant (about 1.8-2.0 bits/character, compared to a random text reaching as 

high as log(26) bits/character). Then an intelligent machine would make considerable 

savings to human efforts. This was discussed in [21], and savings up to 85% was 

achieved in some cases using custom made interfaces, and a slightly trained subjects. The 

application responsible for this prediction will need some training on the user's style, 

most commonly words, and his average entropy, in order to customize its predicting 

logic for this specific user. 

Recently, a very innovative work by [40] resulted in an application meant to be an 

aid for those having physical problems in order to facilitate typing process. The input 

was read from the eye movement - monitored by a digital camera - that focuses on the 

next letter to be typed. Letters are shown on screen in coloured rectangles with areas 

proportional to their conditional probabilities, the more probable the letter, the larger its 

area will be. Via this simple idea, the application maintains the entropy of the user's input 

as minimum as possible, and this means the user will not find it hard even concentrating 

on the needed letter. This can be thought of as a keyboard that changes the size of its 

keys according to what is expected from the user to type on a character by character basis 

(we can see in normal keyboards that the space bar is larger already). 
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CHAPTER 3 

 ENTROPY ESTIMATION TECHNIQUES 

Entropy estimation techniques can be categorized into two main categories with 

further sub classification based on their idea behind estimating the entropy. Few of the 

techniques will be discussed showing their classification and whether each show better 

performance for certain data types. 

3.1. CATEGORIES OF ENTROPY ESTIMATION TECHNIQUES: 

From the basic definition to calculate the entropy, we recall that it depends almost 

solely on probabilities and probability distribution. That poses a logical way to categorize 

entropy estimating techniques according to what they assume about the source 

probability distribution. Those act with a general set of alphabet whatever their 

distribution would be and those techniques that require a prior knowledge about the 

probability distribution to which the symbols of the investigated alphabet should follow. 

3.1.1. Parametric Entropy Estimation Techniques: 

These techniques require knowledge about the behaviour of the source and its 

general tendency towards following a certain frequency/probability distribution for its 

output symbols. They go for detecting the parameters of the probability distribution not 

the probability of occurrence of each symbol. This yields a faster conversion (i.e., less 

experimental or test data is required) than other techniques as we can estimate the 

probability of unseen symbols, neglecting short range fluctuations of the source's output 

(as they are not modelled into the distribution). 

 The obvious disadvantage of such techniques is their restricted type of sources on 

which they operate. This rendered them impractical for many real life applications where 

we face a need to develop a generic technique independent of the type of data sources 

that will be used and that can vary from time to time, or in other cases the data source 



 21

might be known beforehand and fixed but it is hard to model formally its behaviour into 

a specified mathematical and/or probabilistic form. 

 Their fields of applications can be seen in the field of image/signal processing of 

predefined types (X-rays, MR-Scans, Music scripts …). Also these techniques become 

handy in estimating the entropy of experimental data that are known to follow a certain 

distribution. 

3.1.2. Non-Parametric Entropy Estimation Techniques: 

Here comes a wide set of techniques with wider range of applications. They do not 

need any prior knowledge of the source. Just the sequence of the symbols, and 

sometimes the number of different symbols that can be seen from the source (practically 

possible to be identified, even by a quick scan to the source history if available, or by a 

parallel algorithm that can be running with the entropy estimating technique and 

adjusting the alphabet cardinality while processing for entropy). 

These techniques can be further split into two sub categories; contextual and non-

contextual. Contextual techniques are those that try to comprehend long range 

correlations between successive symbols from the data source (e.g., LZ, subjective 

methods). As an example of data sources with such property; in processing English text 

we face correlations between words and sentences that are far by pages. Non-Contextual 

techniques are those that restrict their study to each symbol and a fixed length of 

previous symbol, with no comprehending capabilities. These techniques are almost 

always pure statistical, and this is their reason for success. Concentration on statistical 

relation of certain depths can hide details that will not affect the entropy estimation 

yielding quicker results and faster performance. But it will affect final results if the data 

does not comply with this restriction. 

The proposed technique (Entropy Gradient) will be placed in this final category; 

Non-Contextual Non-Parametric Techniques. 
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3.2. PARAMETRIC ENTROPY ESTIMATION TECHNIQUES: 

3.2.1. Known PDF Sources 

These techniques are considered to be the most reliable, developed and commonly 

used techniques among parametric entropy estimation techniques. They try to estimate a 

predefined set of parameters in a fixed probability distribution function instead of 

searching for unstructured parameters (i.e., the probability of each symbol).  

As an example, we can estimate the mean and variance of data known to be 

normally distributed. All the technique will do is to focus all its given information to 

estimate the two main parameters of the PDF of the source, and then it can calculate the 

entropy by direct application of equation 2.2. 

The technique shown in [31] is based upon a known (or assumed) PDF. The idea is 

to work on the Zipf-ordered frequencies (frequencies ordered in descending order, 

regardless of symbol label), not on the frequencies with their predefined order. The 

intuition comes from the neutrality of the entropy calculating formula for the symbols' 

labels; all what we need is their frequencies. It works as follows; calculate the 

frequencies of symbols, ordering them in descending order. Then assume initial values 

for the PDF parameter (the PDF is represented in its Zipf-order form) and generate a trial 

set of symbols according to the assumed parameters. Compare the deviation between the 

normalized frequency curve of the given and generated samples. According to the 

deviation level, it is possible to optimize the parameters to get a small enough deviation. 

Using the final parameterized PDF; we can calculate the entropy rather easily. 

3.2.2. Unknown PDF Sources 

These techniques try to calculate an approximation to the probability distribution 

function of a given data source using a generic function. The difference between these 

techniques and the family of techniques mentioned in Section 3.2.1 is that the number of 

parameters needs to be estimated is higher plus their accuracy in matching the original 

- unknown – probability distribution function is usually doubtful.  

In [6], a technique was specifically designed for entropy estimation of continuous 

signals. The unknown probability distribution function is modelled in the form of a 
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generic density spectrum with more degrees of freedom then the expected underlying 

PDF. Using the given continuous signal, the parameters of the model can be extracted 

with relatively good accuracy relative to its smoothness (As the unknown PDF tend to be 

smoother, it will be easy to model it using less parameters). 

3.3. NON-PARAMETRIC ENTROPY ESTIMATION TECHNIQUES: 

3.3.1. Subjective methods, Trial-and-Error and Shannon's Experiments. 

From the very first techniques used for entropy estimation was Shannon's guessing 

experiment [35]. This guessing technique was intended for humans to conduct. He 

applied his technique to English text which is one of a very few types of data that this 

technique can be applied to (It was also applied very successfully to musical scripts).  

The technique is based on the direct analogy between complexity, randomness and 

resistance to guessing. If a sequence is highly informative, then it is quite hard to guess 

the upcoming symbols by studying the previously given pieces of information (i.e., 

previous statements, words and characters in the case of English text) as every symbol is 

useful to a high extent.  

In Shannon's experiment, human subjects were given a predefined number of 

characters from a novel (the number was in the order of 100 characters), and were asked 

to decide what the upcoming character is. The average number of guesses needed to 

correctly know the next character is directly proportional to the average entropy of a 

character. 

3.3.2. Block Entropy Estimation (Exhaustive listing). 

Returning to the original entropy calculation formula, we need the probabilities of 

all symbols in order to calculate the entropy. This can be achieved very simply – 

although not very accurately – using simple MLE of the probabilities out of the symbols' 

frequencies. Assuming enough data is given, we know that the bias of the estimated 

entropy will approach zero level and the estimated entropy will approach the absolute 

entropy steadily. The problem arises if the symbol is not a trivial symbol per symbol 
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generator. As a perfect example, we can see in the English language that some blocks of 

a few letters appear in normal text much more frequently than others, where some blocks 

does not appear at all although their individual components might be very frequent (e.g., 

"tion" (frequent) versus "eiuu" (nearly impossible)).  

Using equation 2.8 we know that we need the probabilities of the extensions of the 

symbols (blocks of symbols) to calculate the He which will give us a better estimate of 

the absolute entropy. 

Exhaustive listing of all possible blocks of a certain data source can become very 

prohibitively expensive as the extension level increases. This is very clear from the 

exponential growth of the number of different blocks by increasing extensions (i.e., 

number of different blocks = d e). 

Note that after saving de different probabilities we will still be using a single 

approximation of the absolute entropy(i.e., < Hn >). So, we may need more than one 

extension level to check whether we are still approaching a value or we have already 

reached the absolute entropy. This adds extra lists of exponential lengths of their 

corresponding extension levels with extra passes over the data if not carefully 

implemented. 

Another point to be considered in extracting blocks from a symbol stream; should 

we take blocks successively or in an overlapping fashion. Will this provide better or 

worse entropy estimates? This will be discussed in more detail in the next chapter. 

3.3.3. KS-Entropy Estimation (Exhaustive listing). 

As was mentioned before in Section 2.1.1; we can express the absolute entropy as 

the limit of a memory based entropy estimate when the memory depth approaches 

infinity. This provides us with a very direct estimation technique; assume a memory 

depth "m" and work out all conditional entropies with m previous symbols. The number 

of such probabilities that need to be estimated is quite huge (with the same reasoning as 

in section 3.3.2). Number of states is dm, and the number of conditional probabilities 

associated with each state is d, giving a total of d(m+1) probabilities to be estimated and/or 

frequencies to be counted and saved. 

We should notice that equations 2.9, and 2.10 predicts this size perfectly. To 
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calculate Hm, we need to calculate Hm and Hm+1. Then the storage needed should be as 

well equal in both cases. We have showed that to calculate He+1 we need de+1 

frequencies/probabilities, which is the same size needed to compute Hm directly. 

So, the size is still a problem with our need for more than one value for m to get an 

insight about our convergence to the correct value. 

3.3.4. Gambling-Based Techniques. 

These techniques are based on a hypothetical very intelligent gambler; he is trying 

to maximize his final wealth by placing different bets on different outcomes of the game. 

This gambler/mathematician does not know the exact probability distribution of the 

outcomes beforehand nor even the type of the distribution (e.g., uniform among a subset 

of outcomes). He can just learn from what he sees, taking into consideration that a 

relation can bind successive outcomes. This can be related to Shannon's experiment on 

English text, but with single-shot betting instead of more-than-one trial counting.  

Looking into the relation between the gambler wealth (and its growth rate) and the 

entropy of the outcome sequence, we will observe the following; 

Assuming that the gambler starts with 1 unit of money (Ko=1), and there exist d 

outcomes. The game rules dictates that the gambler will get d times the amount placed on 

the actual outcome. If the gambler - at game t – places a fraction q(st | st-1) (i.e., bet 

placed on st given he knew previous t-1 results) of his fortune on each of the possible d 

outcomes, he will end up with  
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Thus, if he wants to maximize his long term wealth, he will try to maximize the 

expectation of log (Kt+1 / Kt ); 
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If he used the most logical conservative way (which will give best results in the 
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long term) by placing q(st | st-1) equals to p(st | st-1) (i.e., conditional probability of symbol 

st given the previous t-1 outcomes) that he learned from his experience, we will have the 

following expression for the previously shown ratio; 
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This equation can provide a way of calculating the entropy provided we can get the 

expectation of the log difference expression accurately. The problem - again - is 

calculating the conditional probabilities of symbols for betting with the best strategy. 

Artificial intelligence techniques and evolutionary algorithms can be used that will learn 

the rules by which some game generates its outcomes (instead of human subjects). 

An interesting special case was studied and a gambling scheme was proposed [10] 

that works quite well over binary sequences. The growth rate of the gambler's wealth is 

as follows; 
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where C(sn) is the shortest binary program (that works on a Turing machine) that 

can generate the sequence up to sn. But calculating C is in its own not computable which 

renders the whole scheme useful theoretically only till now.  

3.3.5. Lempel-Ziv and Ziv-Lempel. 

Another family of techniques not based directly on statistical estimation of symbols 

or blocks of symbols is the universal coders based on the A. Lempel and J. Ziv coding 

scheme.  

A very elegant technique was proposed by Ziv and Lempel, as an upper estimate of 

the entropy by explicit coding of the input stream [42]. It is publicly known as ZL-

coding, and sometimes – wrongly – as LZ (will be mentioned later). The stream denoted 

by sk (0<k<=N), is broken into words w1, w2 …, and w1 = s1. Each upcoming wk, is the 

first new word directly following wk-1, this means that wk consists of a symbol added to 

some wi (i<k). In other words, each wk is an extension to some previously encoded word. 

As an example; the binary sequence S = 10011101010110 is broken into 
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(1)(0)(01)(11)(010)(10)(110)….  

It can be seen that the encoder and decoder need not communicate except to send 

the extending sequence (i.e., pairs as (extend w3 by 0, w2 by 0, w4 by 1 …) and they can 

both (encoder and decoder) build their dictionaries concurrently and identically. 

The relation between this method and entropy is evident. The lower the entropy of 

a sequence, the higher the rate of growth of its words' lengths will be. If L(w) is the 

length of word w, then; 

h
N

wL
log

)( » ..................................... (eq. 3.3) 

This is because the information needed to encode a pair (wi, ext) grows like 

log (N), and the information per word is h (the entropy). 

The above mentioned technique is a simplification of a previously published 

technique by the same two authors [41] called LZ. This older technique is much harder 

for practical implementation, and it is not as popular as the newer one which is used in 

most data compression utilities, as well as many audio/image/video compressed file 

formats (e.g., UNIX compress, PK/WINZIP, ARJ, GIF, JPG, TIFF …). This technique 

has no constraint on the word to extend. In other words, it can extend on previous sub-

words, and can extend with overlap with the currently created word. As an example, S = 

10011101010110 … is broken into (1)(0)(01)(110)(101011)(0 …. We can see in the 

construction of w5, we have started to extend on bit 2 from w4, and we went forward 

overlapping with w5 (which is still forming) till a conflict occur, where we placed our 

extending bit. 

The ZL technique can be implemented simply (the LZ technique is much harder to 

implement as stated before) using what is called prefix trees (will be mentioned/used 

later in Chapter 4). A tree is built, initialized with just a root. For each upcoming symbol; 

we traverse either right or left (If symbols are bits, we will be using binary trees) 

according to its value, till we reach a leaf, then we create a new child node and assign it a 

word, place this word in the output stream, and start from root again.  

The LZ and ZL technique are proven to converge to the absolute entropy of the 

source in case the source is a Markovian source with finite order. 



 28

3.3.6. Estimating Kolmogorov Entropy. 

Estimating Kolmogorov entropy - as was mentioned before - is an intractable 

problem in general. But if approximate results are allowed and/or some classes of input 

are guaranteed then we can solve this problem in polynomial time. 

One of the techniques used (without much detail, as the Kolmogorov entropy is not 

our main concern) depends on a family of graphs with properties that have a connection 

with resource-bounded Kolmogorov complexity [11]. These graphs (called "extractors") 

are bipartite graphs with one of the sides (left side) having many more vertices than the 

other (right side), and all vertices are bounded by low order. Extractors have the property 

that for large enough collection of vertices from the left side, we will obtain a nearly 

uniform distribution of neighbours from the right side. 

Symantec and generic rules of the data source are transmitted into the graph in the 

form of edges between left and right groups. There exist many methods discussed in [11] 

to map extracted rules into connections. 
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Chapter 4 

 ENTROPY GRADIENT METHOD 

4.1. OVERVIEW AND MAIN IDEA 

In this chapter we discuss the internals of the proposed method of estimating the 

data source's entropy. The usefulness of tracing the entropy gradient will be shown along 

with how to model mathematically this gradient curve. Then some more points 

concerning how to gather information for this curve and how to compensate for any 

inaccurate estimation of probabilities because of the unknown initial state and the lack of 

enough data samples. 

The idea of this technique is based on finding how the estimated entropy of the 

source under investigation will (or should) approach the absolute entropy by increasing 

the power of the entropy estimating machine. In contrast to almost all other techniques, 

where they concentrate on the absolute entropy directly, regardless of the by-products 

that can be generated by their own techniques. Another main point of difference is that 

the Entropy Gradient technique extrapolates over the power of the estimating machine 

instead of the number of processed samples. 

We will show how we can use the information we have collected to calculate the 

entropy of some assumed memory span for the system to calculate many other entropies 

that would have been generated by other (less) power levels for the estimating machine.  

After calculating the entropy for different assumed memory depths and extensions, 

we use these values to figure out how the gradient of the entropy will behave for large 

memory depths and/or excessively large extensions. 

To illustrate how checking the behaviour of the entropy gradient of a data source 

might be of use; 

S1 = {0, 1}k,  H(S1) = 1 bit/symbol, for all machine powers considered. 

While S2 = {ai : ai �  ai-1 and a's in {0, 1, 2}}  (i.e., A state machine that output 

every time a symbol different from the previous symbol). We can see the state transition 
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diagram in Figure 4.1. If we calculated the entropy of this source with the maximum 

machine power it will result in the same entropy of the first source (1 bit/symbol), hiding 

the information that this source is a Markovian source.  

 

Figure 4.1: 1st Order Markov Source with three symbols. 

Also, it should be remembered that the entropy per symbol is a monotonically 

decreasing function with respect to the power of the estimating machine (Appendix A). 

Next comes another question; are the entropies of a source follow some perfectly 

matching mathematical function in their decay course with increasing memory depth and 

extension? The answer - from some experimental data, and from many obvious examples 

- will be no.  

One of those obvious examples of abrupt changes in the entropy gradient is the 

output of a data source built over a deterministic finite state machine of order m (i.e., 

simply a repeating sequence of length at least m, in the case of independence of any input 

signal). The entropy may stay high for all memory depths less than m. But the entropy 

with m memory will be practically zero. 

Example: Data Sequence: 00110011… 

We will find that: 

H0 = H1 = 1 bit/symbol, while H2 = 0 bits / symbol. (Given two previous symbols, 

you can surely deduce the next upcoming symbol). 

    Mem 
Ext 

0 1 2 

1 1 0.9999 0 
2 0.99995 0.49995  
3 0.66663   

Table 4.1: Entropies (per symbol) for different extensions and memory spans.                                          
(Overall depth = 3. Entropy is normalized for non unity extensions)  
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4.2. ENTROPY GRADIENT TECHNIQUE DETAILS 

4.2.1. Gradient Equations 

Although there is no perfect function to fit the entropy values, many have tried to 

find such functions for some specific cases. In [33] formulae were empirically found that 

fit closely to entropies of certain types; Hn �  a.nm + b, m �  0.5, for English text and 

m �  0.25 for classical music (encoding used for analysis is discussed deeply in the 

reference). 

And we have seen in the above shown table (Table 4.1) that when fixing the 

memory-span at zero, the entropy decays in a systematic way; Hn/n = 1, 1, 2/3, 2/4, 2/5, 

2/6 …, (Hn/n is the average information per symbol) where we can form another specific 

formula. 

The same behaviour can be found in many cases where poor randomly generated 

data or weak structured sequences are analysed. We find that the entropy value is 

inversely proportional to the extension level. This can be verified from a slightly 

modified version of Shannon's first theorem for Markov Sources [1]; 

n
SH

n

H

n
SH m

n
m 1

)()( 0 +
+<£+

ee
.............. (eq. 4.1) 

where em is a value dependent on the memory depth of the source. We can see that 

the difference between our estimation using the nth extension and the absolute entropy of 

the source is decaying with the increase of the extension level. The original theorem uses 

as a middle term, the average length of a feasible coding scheme that uses the 

probabilities obtained by studying the nth extension of the source. Replacing the average 

code length by the entropy is feasible for moderate to large values of n, as the code 

length approach the entropy value steadily.  

Starting from a very simple function to fit to entropy gradient as; 

(EGF-0): hmeH =),(*   ....................... .............. (eq. 4.2) 

where h will be used to represent the experimentally obtained absolute entropy of 
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the data source. In this model the entropy value obtained is assumed to stay steady for 

whatever different extension and memory depth, which will not be true for unlimited 

values of e and m except for perfectly random sources (See 5.2.3). 

We can modify using the result just obtained to become; 

(EGF-1): 
e
r

hmeH +=),(* .................. .............. (eq. 4.3), 

where r is the representative of the em term shown previously. Obviously, as we 

take the limit as e increases, we will reach h that is assumed to be the absolute entropy. 

But as can be seen, the effect of memory is not represented. Using equation 2.9, and 2.10 

relating KS to Shannon's entropy, we can deduce that the memory depth effect can be 

added directly to EGF-1. Results in; 

(EGF-2): 
me

r
hmeH

+
+=),(* .......... .............. (eq. 4.4). 

The rate at which the entropy drops is not the same in the direction of increasing m 

and e, so it is better to distribute the r parameter for both; making a separate rate for each 

dimension. Yields to; 

(EGF-3): 
bmae

hmeH
+

+=
1

),(* ..... .............. (eq. 4.5). 

The reason for different rates in both directions (opposing what can be understood 

from equation 2.10 that both have the same effect on changing the estimated entropy), is 

that we are using overlapping blocks of symbols (not successive). Overlapping symbols 

give the analysing machine more blocks (from N symbols, we get N-e+1 blocks) than the 

non-overlapping view (N symbols yield N/e blocks). The problem with overlapping 

processing is that the decay to the absolute entropy is slower than in the case of non-

overlapping, this is due to the extra patterns seen in the data source. For example, the 

already mentioned simple example in Section 4.1 (00110011…), results in non-zero 

entropy for all extensions because of overlapping processing. If such sequence was taken 

in non-overlapping blocks we will get the following results; 
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     Mem 
Ext 

0 1 2 

1 1 0.9999(1) 0 
2 0.4999(0.5) 0 0 
3 0.2498(0.25) 0  
4 0   

Table 4.2: Entropy values for data sequence (00110011…) with non-overlapping processing 
extensions (values between parentheses are approximations for readability). 

 

It should be restated that the memory depth is measured in elementary symbols, not 

in extensions. This gives us the most benefit out of the information gathered from the 

data source. As will be mentioned later (Section 4. concerned with implementation 

issues), we work for all memory depths and extensions such that their sum is less than a 

certain parameter. 

Following EGF-3, we can add one more degree of freedom by adding an exponent 

to the clause containing the core parameters of the expression.  

(EGF-4): cbm)(aehmeH -++=),(* .............. (eq. 4.6) 

By this, we are adding the effect mentioned before in empirical studies [33] where 

the exponent was a parameter specific to certain types of data types. 

A natural extension is to use the same argument we used before to differentiate 

between the effect of memory and extension levels. We can add different exponents to 

both terms; 

(EGF-5): 1* ),( -++= )bm(aehmeH dc ......... (eq. 4.7). 

Another version of the above mentioned EGFs that is quite suited for numerical 

calculations can be achieved by taking the h term out of both terms. Applying this to 

EGF-5 (as an example) lead to the following EGF-5b; 

(EGF-5b): )1(),( 1* -¢+¢+= )mbea(hmeH dc ........................(eq.4.8). 

The problem with this representation is its unsuitability to those cases where h can 

approach the zero level. Such case is not far fetched in some applications as discussed 

later in chapter 5. As an obvious example we can see the case of a Finite Memory 
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Machine, where zero entropy is our goal. 

4.2.2. Curve Fitting for Gradient Equations 

Five functions were proposed to model the entropy gradient. They differ in the 

degrees of freedom they have got to fit into the entropy gradient obtained from the data 

processed. 

We need to calculate the parameters specific to the data source under investigation; 

in order to get some comprehension of the absolute entropy, rate of decay to the absolute 

entropy, the effect of overlapped processing of block entropies, and many other inherent 

characteristics of the system internals. It is possible using a good fitting function to 

calculate the entropy value for a given e and m (i.e., different machine powers). 

Using the natural choice of a least square error fitting algorithm can give quick 

results but deceiving in most cases. There are a few reasons for this; 

 - Not all entropy values measured are as trustworthy as others. Mainly this is due 

to the increasing bias with the depth used (as will be discussed in the next section). 

 - With increasing depth, and limited given input; the different inputs seen is not a 

well representative of the source alphabets and its relations. 

 - The least square error method will surely accept some sample points to be higher 

than the fitted function value at the same coordinates, which is in the case of entropy not 

acceptable (after un-biasing). The nature of negative biasness of our frequency-based 

estimator is a main reason. Besides, being conservative (i.e., a higher value) in the 

estimated entropy figure is much better than giving an entropy level that is deceiving and 

misleading (e.g., will not be achieved by any coding/compression scheme and will 

always indicate that they are still sub-optimal however sophisticated the scheme is). 

 - Also, our estimates can approach zero in some cases, this will yield entropy 

gradient that might go below the zero level. 

 - Even if the error is accepted to be in the negative (i.e., entropy gradient lower 

than experimental samples), the weight of negative errors must differ (be much higher) 

from positive errors. This non linearity of the error space is not supported by least square 

method. 

Thus, we need to formulate an optimization problem that will solve our fitting 
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problem. We will need to fit one of the EGF's to the points of entropy levels previously 

calculated (the entropy points will represent the experimental results/samples we want to 

model), along with some constraints set by the specific nature of our problem and the 

EGF used. 

Objective function: 

First, the objective function should cover all the drawbacks of LSE. A proposed 

objective function should look like; 
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r(e, m) is a decreasing function in e and m used to model the decreasing reliability 

of entropy values calculated, and its rate of decay should increase with the increase of the 

used Depth relative to the number of provided samples N. l  is a non-negative constant 

meant for customization purposes to tailor the technique for specific circumstances 

where l  > 1.  
v

meH ),(* is the value of the EGF at extension e, memory span m and using 

the parameters in vector v. Vector v is used to free the form of the objective function 

from our choice of the EGF. For example, if we are using EGF-4 then v is a four 

dimensional vector whose components represents h, a, b and c. 

The effect of the non-unity scaling factor is to force the error to behave non-

linearly favouring positive errors over negative errors (i.e., samples being below gradient 

is preferred). Any value with the (l  > 1) condition will not affect the meaning of the 

objective function, but will affect how the results will fit the samples. Some extreme 

cases are worth mentioning; if l  >> 1 (a more dramatic case: l  �  � ) then we guarantee 

that the entire curve will float over our given entropy levels (i.e., experiment samples). 
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Another case, if l  = 1; our optimization problem degenerates to a normal LSE method 

with all its already mentioned problems. 

We can also achieve a similar effect of the error scaling parameter (l ) by adding a 

nonnegative exponent to the expression of fit error (i.e., parameter k); 
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vmee ......... (eq. 4.11) 

 

The problem with this approach is just in applying it practically; the value of the 

error can increase significantly due to the exponentiation which can cause numerical 

instability if not well monitored. Firstly, we can achieve better results by splitting the 

summation of error values into two groups; negative errors and positive errors. After 

summing each independently, we can sum the two partial sums with less overall error.  

Generally, we can replace the two sub-expressions of the error by any two 

functions such that the one responsible for negative error has a higher rate of growth. 

It is very important to note that we did not use all entropy values based on different 

e and m levels up to a certain limit. We have used all entropy measures up to a bound on 

the sum of e and m (This is evident from the limits used for the summation of errors in 

the objective function). The reason to use this triangle (in contrast to an intuitive full 

square of values) splits into two; 

1 – The data we will be keeping from our study of the data series (as will be 

discussed later in section 4.3) will provide us with the capability to calculate all entropies 

with e + m less than a given value. 

2 – The bias will be shown to depend on the sum of e and m, not on the value of 

their maximum. Thus, we will be forced to stick below a certain level if we want our 

values to be trustworthy. The bias issue will be discussed. 

Constraints: 

The constraints on this optimization problem are dependent on which EGF we 

choose. We will pass through the constraints needed for each of the proposed EGF's. 
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0³h , for all EGF's 

0³r , for EGF-2 

And as we must maintain the entropy gradient decreasing in both dimensions (i.e., 

extension and memory) then; 

0³banda , for EGF 3, 4 and 5 

0³c , for EGF-4  

0³dandc , for EGF-4 (c only) and EGF-5 

Solving the Optimization Problem: 

We can use any of the methods intended for optimizing multidimensional objective 

functions. The vector representing the dimensions we will optimize along is evidently the 

vector v mentioned in the expression of the objective function. 

Optimization algorithms that are independent on the objective function's derivative 

are more suited here, as we don't know exactly the shape of the function (its form 

depends on the given entropy measures, as some terms might be cancelled out or 

excessively manifested due to different values of given entropy values). Besides, stability 

of the algorithm is not always guaranteed in the case of using derivatives. Still many 

algorithms exist that will give reasonable accuracy after not so many iterations [4].  

A very simple and (still) effective method is the cyclic coordinate method; for the 

dimensionality of our problem does not exceed 5 dimensions (in EGF-5) this method 

converges fast enough for most practical needs. Better methods that are guaranteed to 

give faster convergence rates for most data inputs are the Hooke-and-Jeeves and 

Rosenbrock's methods. These two methods implement a further accelerating step that 

makes use of previous iteration's answers. Details of these two methods can be found in 

[4]. 

4.2.3. Bias of Estimated Entropy  

It is very important to know how far the estimation of entropy we obtain is biased 

from the real value. The estimation bias for the case of zero-memory block entropy was 
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previously mentioned in section 2.1. The bias of entropy in the general form can be 

deduced as follows, starting from the estimation of equation 2.9; 

mmee
m HHH 00 -= + .................... .............. (eq. 4.12) 

The bias of the LHS is bounded by the bias of the first term in the RHS (as the bias 

increases with the block size, and we know it is always a negative bias). 

Bias of meH +
0  is dominated by the term:  

N
M

2
1- , and M is taken to be number of different blocks of lengths e + m 

(i.e., de+m). 

Therefore, the bias of e
mH  is similar for all e and m such that e + m = constant. 

4.3. IMPLEMENTATION AND PROBABILITY ESTIMATION 
PHASE 

Here we will discuss some implementation detail and optimization points of the EG 

method; data structure used and its alternatives, its advantages/disadvantages plus 

algorithms used to extract the information we need (entropy values). 

4.3.1 Tree of symbols 

As was mentioned before in Sections 2.1, and 3.2 (concerning basic rules, and 

estimation techniques), we needed to have an exhaustive list of all blocks of different 

lengths and in the case of memory-based calculations, we needed to list all states and 

their conditional probabilities. As we have very narrow opportunity to save space 

(basically by categorizing symbols to abundant and scarce as mentioned in [24][37][30] 

and by Shannon in his landmark paper [36]); we have to somehow save all the 

information necessarily to rebuild these lists previously mentioned. From measure of 

information point of view, these exhaustive lists are full of redundancy, least to say they, 

are badly represented.  

If we are going to save each block's probability MLE value, then we have already 
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saved a - double precision - number that represents the count of this block and the overall 

count of blocks (using the direct ratio or Laplace successor ratio). This overall count can 

be considered to be saved in each of the other blocks' estimated probabilities as well. 

Thus, we can save some space (and processing time) by saving the frequency of 

occurrence of every block and keep aside a single copy of the overall count. Then we 

will be dealing with integer arithmetic which is on – nearly - all platforms much faster to 

manipulate and smaller to store. 

Another (more important) point can be noted when we are saving just the count of 

blocks, is that frequencies of blocks for different block sizes are related. For example, if 

the sequence 0010 is very rare then so must be the sequences 00101 and 00100 (the first 

sequence is their common prefix) as well as the sequences 10010 and 00010 (the first 

sequence is their common suffix). Using these simple observations, we can now settle on 

a suitable data structure to hold our knowledge about the processed data sequence. 

A reasonable choice is a prefix or suffix tree that holds the symbol sub-sequences 

plus their respective frequency counts. Both prefix and suffix trees can be used equally 

with slight differences in their logical interpretation (See Section 4.3) and processing 

algorithms. 

Processing a sequence takes place by increasing the frequency count of the node 

representing the current sequence in the processing window. The size of the window is 

specified by the overall depth needed by the application. This depth is also the maximum 

height of the symbol tree as will be shown shortly. 

Example: 

Given a data source with two output symbols {a, b} (this information is not 

necessarily known beforehand). If the source generates the sequence "abbaaabab" (which 

is too short to be of any practical purpose, but will be used for demonstration) and using 

a depth equals 3 (i.e., max(e+m)); the generated prefix and suffix trees will be as follows 

(step-by-step): 
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Diagram of suffix trees: 

� �

 
 
 
 
 
 
 

Empty Tree, 
before processing 

 
 
 
 
 
 

After: "( )a" 

 
 
 
 

After: "(a)b" 
 

After: "(ab)b" 

 
 

After: "a(bb)a" 

 
 

After: "abbaaa(ba)b 

Figure 4.2: Frequencies collected via Suffix Tree 
 

For the sake of comparison, we will use the same sequence "abbaaabab". Note that 

the number of nodes in both trees will be essentially the same at each level, as the 

number of combinations of a certain length is the controlling factor for this property, and 

they are the same in both cases prefix/suffix (i.e., forward/backward order) 
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Diagram of prefix trees: 

� �

 

   
Empty Tree, 

before processing 
After: a(bb) After: ab(ba) After: abb(aa) 

 
 

After: abbaaaba(b) After: abbaaabab() 

Figure 4.3: Frequencies collected via Prefix Tree 

 

As we see in both cases; the sliding window (width = Tree Depth = 3) starts to 

move from the start of the sequence to its end, in a single pass. In the window there is 

always a single letter that is in-focus. In suffix-based processing, the symbol in-focus is 

the last element (this symbol is thought of as the suffix of all symbols in the window). 

While in the case of prefix-based processing, the symbol in-focus is the first one in the 

window (the window's common prefix). 
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Concerning complexity; the frequency gathering algorithm is O(N.Depth). For 

every symbol of the sequence (i.e., N), Depth steps are required to add its required nodes 

to the tree (or increment corresponding frequencies if nodes already exist). 

4.3.2. Calculating Block Probabilities 

For a more general formula for estimating block probabilities, we will use eq.2.15 

(mentioned in Section 2.1). To estimate a block's probability we will be in a need to 

extract the total blocks' count and the specific block's count (and the d and b parameters 

can be extracted or given before starting). Calculating an entropy level with a certain 

extension (i.e., block size) will require passing through all possible blocks. The following 

algorithm will show how to traverse the obtained tree in the previous section for 

calculating entropy for a certain extension (and zero memory) for both cases: suffix and 

prefix trees (i.e., He). 

1. Given: b, Ext, and N. 

H(e) = RecurseForExt(root, 0, e) 

 

RecurseForExt:  

double RecurseForExt (Node, Level, Ext) 

{ 

   if (Level < Ext) 

      return 
�

Î childrenc
RecurseForExt(c, Level+1, Ext);  

   else 

   { 

      prob = (Node.Count + b) / (N + bd) 

      return prob * Log(1 / prob) 

   } 

} 

Algorithm 4.1: Calculating one block entropy using a prefix/suffix tree. 
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It is important to notice that the algorithm run in the same complexity for both 

cases (prefix and suffix trees) as there is not any noticeable modification needed. Also, if 

we needed to obtain more than one entropy estimate with different extensions, we will 

need to run the algorithm once for each extension (which will be our case for calculating 

the entropy gradient). 

A modification of the above algorithms is given in order to obtain all entropies up 

to a certain given extension (i.e., tree depth) in a single traversal of the tree. 

Given: b, Ext, and N. 

1. Initialize EntropyTable[0 .. Ext] = [0 .. 0] 

2. RecurseForAllExt(root, 0, e) 

 

RecurseForAllExt:  

void RecurseForAllExt (Node, Level, Ext) 

{ 

 Prob = (Node.Count + b) / (N + bd) 

 EntropyTable[Level] += Prob *Log(1/Prob) 

    

 if (Level < Ext) 

  for all "c" of Node.Children do 

   RecurseForAllExt( c, Level + 1, Ext); 

} 

Algorithm 4.2: Calculating all block entropies using a prefix/suffix tree. 
 

The second algorithm is simpler in form, and still very straight forward and easily 

understood. Therefore, for the first line of the results table (i.e., for memory depth=0, and 

various extensions) this algorithm is the one to be used. 

4.3.3. Calculating Conditional Probabilities using a Prefix Tree 

In the previous section it was shown that calculating the block frequencies (and as 

a result; entropy estimates using non-unity extensions with zero memory) is a relatively 
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easy task and both tree types showed no difference whatsoever in the process of 

extracting frequencies. To calculate conditional frequencies/probabilities (and 

consequently non-zero memory entropy estimates) the process will need to be more 

involved and will be different for both tree types.  

The difference comes from the logical meaning of "children nodes" in both types: 

in prefix trees; a child node is a future node (i.e., conditional frequencies are the 

frequency of a child given the frequency of his parent). While in the case of a suffix tree; 

a child node is a past node (i.e., conditional frequency is parent occurrence per his 

children overall occurrence). 

We can write the algorithm for traversing the tree and getting the entropy estimate 

for a specific extension and memory, but we will show directly the algorithm that will 

extract the entropy for all entropy estimates up to a certain depth of the tree 

(i.e., ext+mem �  depth) as they are relatively easy to derive from each other. 

Given: Depth, b, and N. 

1. Initialize EntropyTable [1..Depth][0..Depth-1] =  

[0..0][0..0] 

2. Initialize CountTable[0..Depth] = [0 .. 0] 

3. RecurseForAllExtMem_Prefix(root, 0) 

 

RecurseForAllExtMem_Prefix:  

void RecurseForAllExtMem_Prefix (Node, Level) 

{ 

 CountTable[Level] = Node.Count 

 N = CountTable[0] 

 N leaf  = CountTable[Level] 

 For i=0 to Level-1 do 

  EntropyTable[Level-i][i] +=  

   (N leaf /N)*log(CountTable[i]/N leaf ) 

 If (Level < Depth) 

  For all children "c" of Node do 



 45

   RecurseForAllExtMem_Prefix (c, Level+1) 

}. 

Algorithm 4.3: Calculating all block entropy (H(e,m)), using a prefix tree. 
 

The above algorithm uses the fact that calculating H(e,m) needs the same span of 

symbols for all e and m such that e+m = level. Therefore, at each recursion level we add 

terms to the entropy values for all such entropies that e+m = current level. 

4.3.4. Calculating Conditional Probabilities using a Suffix Tree 

In the case of suffix trees we can not get the conditional probabilities with the same 

simplicity (although we can with the same order of complexity). To show the idea of the 

algorithm used to obtain the 

conditional probabilities, we will use 

an example. 

It is required to obtain an 

estimation of P(a|ab), in other words 

the probability of obtaining an "a" 

after getting "ab". The entropy term 

that will be added is 

P("aba")*log(1/P(a|ab)). 

The frequency by which the 

sequence "aba" occurs is 1 as shown 

by the bottom marked node (P("aba") 

= 1/9). The total frequency by which 

the sequence "ab" occurs is 3. But to get this value we have to do the recursion 

maintaining a pair of pointers, one in the normal path, and the other for finding the state 

frequency (i.e., the one that will end in the marked node in level 2). This second pointer 

will start moving once we reach the level number e. For every movement in the recursion 

tree, the second pointer (will be called state pointer) will move (starting from root node) 

to the child having the same symbol as the node the first pointer has moved to. This 

algorithm can be written as follows; 

Figure 4.4: Suffix Tree, showing state pointer. 
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Given: Depth, Ext, Mem, b, and N. 

1. H(Ext,Mem) = RecurseForExtMem_Suffix(root, 0) 

 

RecurseForExtMem_Suffix:  

real RecurseForExtMem_Suffix (Node, Level) 

{ 

  If (Level < Ext)  

 return
�

Î childrenc
RecurseForExtMem_Suffix (c, Level+1) 

  Else 

 return �

Î childrenc
RecurseForExtMem_Suffix_State  

   (c, Level+1, root.FindChild(c), Node.Count) 

} 

RecurseForExtMem_Suffix_State:  

real RecurseForExtMem_Suffix_State  

    (Node, StateNode, Level, SymCount) 

{ 

   If (Level < (Ext+Mem))  

    return �

Î childrenc
RecurseForExtMem_Suffix_State  

    (c, StateNode.FindChild(c), Level+1, SymCount) 

 Else 

   { 

  N leaf  = Node.Count 

  N state  = StateNode.Count 

  N = root.Count 

  return (N leaf /N) * Log(N state  / N leaf ) 

 } 

}. 

Algorithm 4.4: Calculating a specific entropy (H(e,m)), using a suffix tree. 
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To extend this algorithm to calculate the entropy terms for all extensions and 

memory depths, we will have to maintain a list of state pointers. Each state pointer will 

be starting from a certain level (as we have started the state pointer in the previous 

algorithm from level e) and updates as recursion go downwards and restored as we return 

upwards. 

Given: Depth, b, and N. 

1. Initialize EntropyTable [1..Depth][0..Depth-1] =  

[0..0][0..0] 

2. Initialize StatePtr[0..Depth] = Empty Stacks 

3. RecurseForAllExtMem_Suffix(root, 0) 

 

RecurseForAllExtMem_Suffix (node, level) 
{ 
 StatePtr[level].Push(root) 
 For k = 0 to level-1 do //Advancing StatePtr Phase 
 { 
  let c = child of StatePtr[k].Top with symbol = node.symbol 
  StatePtr[k].Push(c) 
 } 
 
 For k = 0 to level-1 do 
 { 
  EntropyTable[level-k][k] =  EntropyTable[level-k][k] + 
   (Node.Count / root.Count)* 
   log(StatePtr[level-k].Top.Count / node.Count) 
 }  
 
 If (level < Depth) 

  For all children "c" of Node do 

  RecurseForAllExtMem_Suffix (c, level+1) 
 
 For k = 0 to level do  //Restoring StatePtr Phase 
  StatePtr[k].Pop;  
}. 

Algorithm 4.5: Calculating all entropies (H(e,m)), using a suffix tree. 
 

4.3.5. Comparison between tree representation and exhaustive listing 

In the case of using exhaustive listing, the storage required for the lists of each 
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length will be huge as a total. To compare these figures we will perform the following 

arithmetic (taking into consideration that we will not benefit from the fact that an exact 

representation of data can be used to calculate e+m = constant, for every e and m); 

Assume our measurements will be in units of storage that are enough to store a 

single frequency value. 

Therefore, storage to calculate H(e,m) = d m . d e = de+m units of storage.  

As we have dm states, and de conditional frequencies to be counted for each state.  

For all e, and m, such that e + m = c; 

.)()( unitsdcdcStorage cme ´=´= +  

If we need to achieve the same amount of information needed as in the case of EG, 

by calculating for different e+m values; 

.)(
1

unitsdcStorage
Depth

c

c�

=
´= . 

In the case of EG, we will need a single copy; 

.
1

unitsdStorage
Depth

c

c�

=
=  

If we considered the dominating term only, then we achieved a saving factor of 

Depth. Then the storage required to save all the values used to build all entropy levels 

needed for the EG method is at most in the same order (after neglecting the Depth factor) 

of a single list that are used for Exhaustive listing methods. 

When comparing time complexity, it is obvious that we do not make a single step 

in our traversal without adding a term into the entropy values to be calculated. Then the 

number of steps we perform in the calculation phase is essentially the same as that of the 

best possible exhaustive listing methods. 

Concerning the time complexity for building process (Data Collection Phase), it 

was mentioned before that the number of operation can be calculated exactly to be equal 

Depth x N. Adding the constant overhead per node for tree structure management, then 

the complexity will be O(Depth x N). Comparing this to exhaustive listing; each symbol 

processed will modify frequencies in all possible listings (i.e., Depth2 / 2 lists). Thus, our 

data collection phase will work asymptotically faster than exhaustive listing methods 

with similar result set. 
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4.4. ADJUSTMENTS TO THE RESULTS 

Two problems affecting the accuracy of the results need to be compensated for: 

1. Inaccuracies of extracted frequencies. 

2. Bias of estimated entropy. 

Having finite number of symbols to analyze has several impacts on our view to the 

data source; 

a) When processing the line of symbols; the initial (or final) state of the machine is 

unknown. And the sequence being finite in length makes that unknown state have an 

evident effect on our final results. 

 

b) We can not assume that our collected frequencies are an exact replica of the 

symbols' original probabilities, they are just an estimate. Using maximum likelihood 

estimation (MLE) is unbiased for the probability estimation, but not for the entropy 

derived from them. Other estimations as well do not give perfect final estimation. 

c) Some blocks of symbols might not have occurred in the sample we processed. 

This adds more bias to the estimate, and needs to be handled. 

These points will force some problems that will be handled in the upcoming 

subsections. 

4.4.1. Inaccuracies of extracted frequencies 

The initial (or final) state has its effect on the frequency tree created from the data 

source; as it breaks the rule that each node's frequency is the sum of all its children's. 

If the suffix-tree is used then at the very first symbols we do not have enough 

history to add to the tree (i.e., the first Depth-1 symbols). This can be seen in Figure 4.2 

(suffix tree in previous section) at nodes: a (in level 1), ab (in level 2). These nodes 

represent the first Depth-1 prefixes of the sequence ("abbaaabab"). The difference 

between the node's held count and the sum of its children is necessarily one. 

The same can be observed in the prefix tree (Figure 4.3) where the problem appears 

at nodes b (in level 1), ab (in level 2). Similarly these nodes are responsible for the 

ending suffixes (of lengths 1 and 2 respectively) of the whole sequence. 
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The safest way is to ignore the first (or last in the case of prefix tree) Depth -1 

symbols and start from the right next symbol. Using such "hiding" technique will make 

sequences like ("babbaabbaa 1011001100") appear with zero entropy as we might 

discard the first transient two symbols. Of course considering the initial state (or 

final/prediction state) entropy can be of some use for very short sequences. 

This hidden state effect diminishes with the increase of the sequence length, and it 

is almost always neglected as its effect is not noticeable for practically moderate sizes. 

The difference in estimated entropy added by the initial (or final) state can be accounted 

for as follows; the measured entropy (without considering initial/final state) is less than 

the actual information per symbol of the finite sequence by the amount of information 

hidden in the initial state: 
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The shown relation is written for suffix trees. To correct the difference we have 

two solutions; fix the error after ending the entropy estimation, or fix the frequency tree 

to simulate the presence of history before time instance zero (i.e., s-(Depth-1) to s-1). 

It is easier to fix the frequency counting defects in the tree, as it can be done in 

O(Depth) steps. Obviously, there is only one node at each level that can have this defect 

(i.e., frequency �  sum of children's frequency). So, a single pass from root to last level, 

guided with the – easily – saved first Depth symbols of the sequence, we can process 

each of these nodes to compensate for the initial state.  

All we need is to place the difference of sums (i.e., difference = 1) somewhere in 

the node's children. We have various ways to achieve the required compensation; 

1. Equal distribution: Distributing the difference among all children equally;  

ildrenNumberofCh
FreqChildFreqChild ii

1
.. += , 

This means we assume that the initial state was any of the possible combinations of 

symbols without considering the properties of the sequence already seen. 

2. InRatio distribution:  We add to each child an amount proportional to its 

current frequency; 
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FreqParent
FreqChild

FreqChildFreqChild i
ii .

.
.. +=  

This can be seen as an optimistic strategy, assuming the behaviour in the unseen 

history is the same as the average present behaviour. 

3. Entropy Maximization: Distribute the difference in a way to maximize the 

entropy among the children of the node investigated.  

We assume in this case that the initial state was in a way or another very far from 

the current behaviour of the system; containing symbols (or combinations of symbols) 

that rarely appear later. 

These three schemes of compensation can be applied under further three cases: 

Alphabet size is neither known nor extractable: The distribution schemes run 

over the available children nodes without any preliminary processing.  

Alphabet size is known/fixed: We have to create nodes for all symbols that 

might have occurred, even if we did not encounter them as children of the node 

concerned. For example; if symbol "0" is never preceded by a "0", only "1"'s then we 

should still create a child for the symbol "0" under our node "0".  

Alphabet set is not fixed:  In this case, we assume – optimistically – there is one 

single new symbol to be added (a phantom symbol) to the children set. 

 

4.4.2. Bias of estimating Entropy 

To reduce the bias effect in each of the entropy values calculated, we can use 

equation 2.17 in section 2.1 to deduce the treatable portion of the bias. The first bias term 

(i.e., O(1/N) term) can be calculated by getting the number of blocks of a certain length. 

Number of blocks of possible lengths can be all achieved in a certain traversal of the 

generated tree (either type). This can be simply incorporated with the entropy terms' 

calculation algorithm. 
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Given: Depth. 

1. Initialize M[0..Depth] = [0..0] 

2. M = RecurseForNodeCounting(root, 0) 

 

RecurseForNodeCounting (Node, Level) 

{ 

   M[Level]++ 

   If (Level < Depth) 

        For all Children c of Node:  

  RecurseForNodeCounting(c, Level+1) 

} 

Algorithm 4.6: Calculating number of different blocks of all sizes. 
 

Adding the bias term to every calculated entropy in the result table depending on 

its level (i.e., e+m) will fix most of the bias effect, leaving the O(1/N2). The extra terms 

depend on the actual probabilities to be calculated, which is not available in our case. 
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CHAPTER 5 

 RESULTS AND APPLICATION 

This chapter is concerned with applications and observations of the potential uses 

of the technique proposed and entropy estimation techniques in general. Also, the chapter 

includes some standard data sources for verification purposes of the technique.  

5.1. NEW APPLICATIONS: 

Some applications can be thought of directly based upon the gradient itself without 

calculating the entropy to its final value. Such problems need only the part of information 

that shows how the entropy decay, how fast, and in what direction it gave a simple 

observable formula for the decay. 

5.1.1. Finite memory machines memory-span identifications 

A very straight forward application appears from the very first definitions of the 

notation of "entropy of a source".  

Given a finite memory machine with memory span equals m, then we can – if 

provided – with the last m input and output pairs to identify the current state perfectly. Or 

in other words; given last m input and output pairs and current input we can 

deterministically know the current output of the system (Definition and examples on 

FMM can be found in [14]). For the simplicity of idea discussion and without loosing 

any generality, we will assume that the original state machine deals with binary input and 

binary output. 

We are going to model this situation as a data source that is based on some hidden 

Markov source with an unknown order. The required will be to identify this machine 

order, which will lead us in a way or another to the actual memory span of the finite 

memory machine considered. Identifying the actual memory depth of the machine will 

help us – eventually – to decide whether the current implementation is optimum or 



 54

contains superfluous states and needs to be reduced. 

The first –obviously incorrect- approach is to construct the data source to consist of 

a typical input stream to the state machine. From the definition of a FMM, it needs to be 

provided with the last m inputs and outputs. So we will modify this first cut view into a 

little bit more sophisticated data source. Our new data source will generate symbols that 

carry information about input and output together (e.g., each symbol will be an ordered 

pair of i/p and o/p bits). So given the last m such symbols, we will have (in case of binary 

input and output) two options, either i/p=0 or i/p=1 and their corresponding machine 

outputs. The entropy of these options (4 in case of binary input and output) is exactly the 

entropy of the input test sequence given to the FMM, as the output is deterministic by 

definition (given m previous i/p+o/p pairs and current input) and hence it carries no 

additional information. 

Formulating these ideas; 

Let X=x1x2…xn be the input sequence to the FMM and let Z=z1z2…zn be their 

corresponding outputs. 

Then S = (xi,zi): "  1�  i �  n.  

e.g., For our case of binary i/p and o/p; S can be  {(0,0),(0,1),(1,0),(1,1)} (not 

necessarily as some combinations can be invalid to some specific machines) 

H(S) = H(X) + H(Z) 

H(Z) can take any value from 0 to 1. (if output is binary or we can make it in any 

other unit to handle non-binary outputs. So we actually lost no generality by choosing a 

binary system). This formula applies when no previous pairs are given. But if we were 

given m' pairs then H(Z) will keep on decreasing (monotonically) till it reach zero in case 

of a valid FMM, otherwise it will never reach zero. Then we can modify H(Z) to be; 

H(S) = H(X) + H(Z| m' previous pairs) 

And, by definition of FMM, (Z | m' previous pairs) will be a single value in case we 

choose m' >= m. And in such case H(Z | m' previous pairs) will be theoretically zero, 

resulting in; 

H(S) = H(X). 

 

Then the technique can now be written in general as follows: 
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1. Generate a sequence X as a test sequence consisting of valid input symbols with 
respect to the FMM under consideration. 
 
2. Calculate the entropy gradient for sequence X for different memory depths (no need to 
calculate different extensions, as we have formulated the symbols as single ordered 
pairs, and no relevant information will be deduced by calculating for various extensions). 
 
3. Supply X into the FMM under consideration and for each x, save the corresponding 
output along with the input just given as (x,z). 
 
4. Calculate different entropies values with different memory depths for the resulting 
(x,z) sequence (i.e., coding each pair as a single symbol). 
 
5. The memory span of the FMM equals the first memory depths at which the entropy 
value of (x,z) sequence is equal to its corresponding X entropy. 

Algorithm 5.1: Identifying Memory Span of a FMM 
 

Example: 

Given a state transition table (with output) of a simple machine that checks if a 

given 3-bit number (given bit by bit via a shift register) is less than 6 (output: zero), or 

greater than 6 (output: one). 

By generating pseudorandom sequence of 1's and 0's (X sequence) and then 

following the normal procedure as discussed above. We obtained the results shown in 

Table 5.1. 

 

 x=0 x=1 
State NS O/P NS O/P 

0 0 0 1 0 
1 2 0 3 0 
2 4 0 5 0 
3 6 1 7 1 
4 0 0 1 0 
5 2 0 3 0 
6 4 0 5 0 
7 6 1 7 1 

 

Figure 5.1: State transition table and diagram of a simple finite memory machine. 
 

Mem 0 1 2 3 4 
H(X) 1.00 0.9999 0.9999 0.9999 0.9999 
H(S) 1.8117 1.3445 0.9999 0.9999 0.9999 

Table 5.1: Showing the entropy levels of both input and input/output pairs sequences. 
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Figure 5.2: Entropy Curves of an example FMM of memory span 2.               
The light lines are for non-unity extension entropies, shown for completeness. 

It is obvious that the first perfect match is at memory equals two. We can check the 

validity of such solution by reducing the state transition table (from 8 to 4 states), and as 

4 states can be represented fully in 2 bits, then 2 bits can be enough to cover the problem 

state space. 

Generally, if obtained memory span is M, then the number of states of the machine 

(NS) would be; 

M
S

M dNd £<- 1  

 where d is the size of i/p and o/p alphabet. 

This asymptotic behaviour will not occur in case of FSMs that are FMMs, as there 

will never be enough history that will identify the current state of the machine. This 

property is demonstrated in Figure 5.3. 
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Figure 5.3: Entropy Curves of an example non-FMM.                                               
The light lines are for non-unity extension entropies, shown for completeness. 

 

It is important to note the required size of input (and literally output) to achieve a 

reliable results, and to see whether it will be of practical order or not. Figure 5.4 shows 

the size used against the curves of entropy of the input/output pairs. 

FMM Input/Output Entropy vs Source Size
(Size = 10, 20, 50, 100, 200, 500, 1000, 2000, 5000, 10000)
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Figure 5.4: FMM Input/Output Entropy versus Source Size. 
 

Still one more thing is to experiment with different b values used in the probability 

estimation (mentioned in section 2.1 about probability estimation), and to see its effect 
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on how fast and how far it might help in identifying the memory span of concern. Figure 

5.5 shows different values of b against the curves of entropy obtained in each case.  

            FMM Input/Output Entropy vs Beta         
Beta = -2, -1.5, -1, -0.75, -0.5, -0.25, 0, 0.25, 0.5, 0.75, 1, 1.5, 2

0

0.2

0.4

0.6

0.8

1

1.2

1.4

1.6

1.8

2

0 1 2 3 4
Memory Depth

E
nt

ro
py

 

Figure 5.5: FMM Input/Output Entropy versus Beta. 
It is quite evident the uprising behaviour of the curves for negative values of b. 

Such behaviour (although against the fact that entropy levels monotonically decrease 

with increase of memory used) will render the recognising process trivial as we will be 

searching along  the memory dimension for the minimum of the curve instead of 

searching for the threshold after which the curve asymptotes to another (i.e., entropy 

curve of input). This behaviour is attributed to; 

Given high memory span values, the frequency of such long blocks found at the 

end of the tree of frequencies tend to be quite small and comparable to the absolute 

values of b. In the probability estimation formula (eq. 2.15) the b will cancel the 

frequency resulting in near zero magnitude entropy terms. This will fake a state at which 

the number of symbols is less than the actual number of different blocks (i.e., leaves of 

the tree), and only blocks of high frequency will still be contributing to the overall 

entropy value. This results in increase of the entropy of this new modified source (less 

symbols but all are highly active). 

5.1.2. Investigating Properties of Integers 

Looking into an even number written in binary form; we can safely overlook the 
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LSB knowing it is surely zero. And if a number is divisible by some factor (e.g., 5), then 

we would expect with a relatively high probability that we will find a specific pattern in 

its binary representation (e.g., 101 in the case of 5, appears as in 20 = 101*100 = 10100). 

Such patterns do not surely exist, and their presence is not a fully guaranteed evidence of 

divisibility by a certain factor, but the presence of many repeated patterns can lead us to 

think that such an r-ary representation is of a composite number. Thus, a statistical 

correlation exists between the entropy of the sequence representing a number 

representation and the number's inherent properties. 

So, we conducted experiments to test such hypothesis. We tested various number 

properties against the entropy of the sequence formed out of the number written in some 

chosen radix. More than one radix can be taken and the average value of entropy of the 

different sequences is considered for correlating. 

Next, we will define briefly each one of such measures. 

Entropy of a Number: Entropy of the finite data sequence that represents the 

number in some selected base (For example; the entropy of 67 in its binary form is the 

entropy of the sequence '100 0011'). This is the figure to be compared with the 

forthcoming measures. 

Average Entropy of a Number: Average of the Entropy of the Number taken 

over various bases (preferably primes) b, such that 2<= b < B (where B is the practical 

limit of the entropy estimation technique, as the sequence gets shorter as the base 

increase). This is an alternate form of entropy that is much useful in hiding singular 

matches between the radix and the factors of the number investigated (most of the results 

shown later will be in the simpler form of a single radix). 

We calculated the Pearson correlation between the entropy (Or average) of a 

number and the following measures: 

Number of Prime Factors of the Number (FacCount): For example; 24 = 23*3, 

then FacCount=4. An increase in the FacCount should mean that the number constitutes 

of smaller numbers that should appear as repeating patterns in the number representation. 

Number of Divisors of the Number (DivCount): For example; 24 = 23*31, then 

DivCount= (3+1)(1+1) (namely; 1,2,3,4,6,8,12,24). A variant from FacCount, but it is 

less tight as the number of divisors can sweep big intervals by a small change in the 
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value of a single factor. So its relations is expected to be weaker than FacCount. 

Number of Distinct Prime Factors of the Number (FacDist): For example; 24 

= 23*3, then FacDist=2. It is a different figure showing number of different internal sub-

patterns in the number representation. But as the number of distinct factors can be very 

deceiving it was thought of from the beginning of our analyses that it will not provide 

any significant results. As the number of Distinct factors can be very low with huge 

value for factors (e.g., n = p x q, where p and q are very large primes), or for very smooth 

numbers (e.g., n=250x350). 

Average of the Factors Average (FacAvg): An Increase of such a figure gives 

us an inside view into the number with respect to the range in which its factors exist 

(e.g., smooth or not). As the factors' average decrease, patterns should be more obvious 

leading a low entropy level. 

Minimum Factor of the Number (FacMin): If this measure shows a relatively 

small value, then we should expect the short repeating patterns to be more obvious, and 

detectable by the entropy estimating machine. But it is obviously a weaker measure than 

FacAvg as it puts less tighter constraints on the sub-patterns in the sequence.  

Maximum Factor of the Number (FacMax): This measure have to be in a 

stronger relation (than FacAvg and FacMin) with the entropy level of the number as it 

bounds all pattern sizes (i.e., factors) with a single value. If it provides a relatively small 

value, then we should expect the short repeating patterns to be more evident.  

Here is a summary of the measures and their relations to the entropy of the number 

as guessed by their respective logical meanings. 

 

Measure Relation  
FacCount Inverse proportional 
FacDist Inverse (weaker) 
FacMin Direct (Weak) 
FacAvg Direct (Stronger than FacAvg) 
FacMax Direct (Stronger than FacAvg/FacMin) 

Table 5.2: Number Properties and their relation to entropy. 
 

After conducting the experiment, we got the results shown in next tables. Some of 

the quick conclusions we made previously appear quite obvious in the table entries. Of 
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course the results will depend on the set or range of numbers used, but enhancing the 

measures used will surely lead to better results and tighter relations between the entropy 

of a number and its factors, primality and compositeness properties. 

 FacCount  DivCount FacDist FacMin FacAvg FacMax 
Base 2 -0.06302 -0.0087 0.00180 0.043678 0.059969 0.07811 
Base 2,3,5,7,11 -0.05687 -0.00983 -0.00250 0.07296 0.09842 0.12609 

Table 5.3: Correlation Coefficients between Entropy of a number and number properties. 
 

Calculating the entropy from the number representation in bases 2, 3, 5, 7 and 11 

are somehow deceiving as such factors will hide the patterns of themselves when written 

(i.e., binary numbers does not show any patterns beyond the first k bits showing 

divisibility by two to the power k). A very naive, straight forward still and yet effective 

technique is that we removed all the numbers that have factors common to our bases set 

(i.e., All even, divisible by 3, and so on … in other words; we removed all but those 

numbers "n" such that gcd(n, 2310) = 1, 2310 = 2 x 3 x 5 x 7 x 11). 

As seen in Table 5.2, in the first row the correlation is slightly lower than that in 

the second row, which proves our idea about repeating patterns, divisibility and their 

relation with entropy of a number over various radixes. 

Different sets of numbers were used as test sets for our experiments. Results in all 

of these cases coincide with our intuition, as the results of one of the sets have shown in 

Table 5.2. As an example, one of those sets gave the following graphs (chosen to be as 

visually acceptable as possible, as they all have thousands of points and can be very 

unsuitable for demonstration). They are chosen from the simpler sets, with single radix, 

and small and compact range of numbers (To limit the range of the abscissa). 

Each curve will be shown in two parts; the points themselves representing the 

numbers' measure and its entropy (abscissa and ordinate respectively), and a trend-line 

showing the linear fit of these lines. 
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Factor Count: 

 
Figure 5.6: Factor Count of a set of numbers vs. their entropy. 

 
Divisor Count: 

 

Figure 5.7: Divisor Count of a set of numbers vs. their entropy. 
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Distinct Factor Count: 

 

Figure 5.8: Distinct Factor Count of a set of numbers vs. their entropy. 

 
Factor Minimum: 

 

Figure 5.9: Minimum Factor Value of a set of numbers vs. their entropy. 
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Factor Average: 

 

Figure 5.10: Average Factor Value of a set of numbers vs. their entropy. 

 
Factor Maximum: 

 

Figure 5.11: Maximum Factor Value of a set of numbers vs. their entropy. 
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5.2. TESTING AND VERIFICATION SOURCES 

5.2.1. Entropy Estimation of Some Special Data Sources 

In some data sources with special form of symbols' probability distribution it is 

found that the entropy gradient method gives much better results (i.e., closer to the 

mathematically obtained entropy value of such sources) than other techniques (Huffman 

algorithm gives very close results to the EG values, in case of memory-less sources). 

Case 1: Exponential distribution-based source 

i) The data source is memory-less. 

ii) Symbol i (where i=1, 2, … n-1) each occur with a probability of 2-i, symbol 0 

(or symbol n) occur with a probability of 2-(n-1). 

Formal definition: 
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respectively. 

The entropy of such a source can be computed mathematically; 
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Three techniques were tested (EG, Huffman Algorithm and LZ Algorithm) and 

compared against the exact values to be obtained from the expression derived above (i.e., 

the value to be obtained from a source with infinite length). The next table shows these 

results for data size of 5x106 symbols (For a given alphabet size, the same data set was 

used for all techniques).  

Data were generated by different random generating functions from various 

commercial programming libraries and showed no differences to be observed in the final 
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entropy values. See Appendix C for the data generating techniques (data generating 

pseudo code with the uniform-to-exponential mapping) 

N Exact EG Huff-1 Huff-2 H1/H2 LZ 
2 1 0.9999 1.504 1 1.504 1.1946 
3 1.5 1.5 1.752 1.5 1.168 1.7809 
4 1.75 1.7495 1.872 1.75 1.069714 2.0999 
5 1.875 1.8747 1.936 1.875 1.032533 2.2647 
6 1.9375 1.9368 1.968 1.9375 1.015742 2.3502 
7 1.96875 1.9686 1.984 1.96875 1.007746 2.3914 
8 1.984375 1.9839 1.992 1.98437 1.003843 2.4143 
9 1.992188 1.9912 2.000 1.99218 1.003922 2.4250 

10 1.996094 1.9955 2.000 1.99609 1.001957 2.4296 

Table 5.4: Entropy values of Exponentially distributed symbols. Shown in 
information bits per data source symbol. Data Size = 5x106 symbols. 

 

It can be noticed that for most obtained values from the EG method, the value is a 

lower estimate of the exact figure. This behaviour can be accounted for by more than a 

reason: 

1. The bias of the estimation increase with the increase in the number of symbols in 

the underlying alphabet (the given results is untreated for bias). As seen in the table, the 

estimate is an underestimate for N>3. 

2. The random generating functions are not perfectly random, which adds a hidden 

- although effective – pattern into the generated data. And if care is taken in their design 

to have a long period, and near random sequences, the generated sequences may still 

have some non-random short sequences. This can in other words be translated into the 

same reason that caused the bias term in the estimation to appear in the first place. 

We can see a more useful version of Figure 5.12 by seeing the ratio between the 

theoretical and achieved values (Figure 5.13). 

It can be seen that the LZ technique is quite stable, but with a higher value than the 

optimum value given by the definition of the source itself (and that was calculated by 

Huffman and the Entropy Gradient Method). The reason behind the superior quality of 

the memory-less Huffman estimator (and therefore the EG) over the LZ is because the 

LZ technique tries (with no need) to find long term correlation between symbols, which 

is by definition of the source; non-existing. 
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Figure 5.12: Entropy values determined for the exponential distribution. 

 

Entropy Ratio of Exponentially Distributed Symbols

0.95

1.00
1.05

1.10

1.15
1.20

1.25

1.30
1.35

1.40

1.45
1.50

1.55

0 2 4 6 8 10 12

Symbol Count

R
el

at
iv

e 
E

st
im

at
ed

 E
nt

ro
py

EG/Exact

H1/Exact

LZ/Exact

H2/Exact

 
Figure 5.13: Entropy values' ratios determined for the exponential distribution. 

 

Case 2: Binomial distribution-based data 

The binomial distribution can be used to model many experimental results, for two 

reasons; it is tightly related to the normal distribution that appear quite frequently in most 

measurements of natural phenomena, also; its mathematical origin as a combination of 
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multi Bernoulli trials renders it a suitable view for a collection of true/false experiments 

useful in mass analysis.  

Here is a formal definition; we are given a set of N experiments, each can succeed 

with a probability p. Then the probability of a symbol i: 
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By substitution of this expression into the standard entropy formula and comparing 

the results against the entropy levels obtained using other techniques, we achieved the 

results shown in Figure 5.14. 

Entropy of Binomial Distributed data (N=20)

0

0.5

1

1.5

2

2.5

3

3.5

4

0 0.2 0.4 0.6 0.8 1

Probability

E
nt

ro
py

Exact

EG

Huffman

LZ

 
Figure 5.14: Entropy values determined for the binomial distribution (N=20). 

 

It is worth mentioning that the exact value of entropy can be written as a difference 

between the sum of information of each one of the Bernoulli trials, and the information 

needed to select the successful experiments out of the total number of experiments held; 
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Also, the selection Information increases by the increase of the tests to select. 

 

Case 3: Symbols Referenced by Locality: 

For testing non-zero memory sources against the EG technique, a data source was 

specially tailored with this property. This data source can be thought of a graph, with the 

output equals to the ID of the current node. Node-to-node transitions occur at equal time 

slices, each transition generates a symbol with the new node's ID. Nodes are collected in   

groups; each group contains the same number M of nodes. There exist M such groups. 

Transition works as follows; 

Next node can be any of those in the current group, with equal probability. 

Jumping from the current group occurs with a probability e, into the next group 

(modulo M), selecting any of its nodes with equal probability as well. 

 

Figure 5.15: An example of a Locality Graph. 
 

Such graph can be a model for systems where there is a locality of reference among 

eeee    
Grp 1 Grp 2 

p = (1- e)/N 

p 

e/N 

e/N 

Grp 3 
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states. 

The symbols of this data source (i.e., node IDs) can be treated as an order pair 

consists of group ID, and inter-group node ID. Using this representation, we can 

calculate the entropy simply as follows; 

H(S) = H (Group ID) + H (Inter-group node ID) 

The new group ID is bounded to be equal to the old value or just the next ID. The 

inter-group ID is left free to select uniformly from 1 to N. Then we can rewrite the 

entropy expression as follows; 

H (S) = H (e) + log (N). 

As can be observed from the obtained expression; the entropy is equal to the binary 

entropy function shifted upwards by a constant.  

Comparing the exact value with those achieved by EG and other techniques, for 

different values of e, showed the following results; 

Transition Probability vs. Entropy
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Figure 5.16: Test Results for Locality Graph Output (M=2, N=10). 
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Transition probability vs. Entropy
M=3, N=10
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Figure 5.17: Test Results for Locality Graph Output (M=3, N=10). 

 

It should be noted that the entropy is independent of M. But Techniques as 

Huffman (first entropy approximation) and Lempel-Ziv showed higher estimates than the 

exact value, because of mixing nodes from different groups into one pool. This mixing 

increases the number of symbols to be represented, increases the entropy. The result with 

Huffman technique stabilized at 4.39, 4.93 bits/symbol for M=2, and 3 respectively 

(log2(20) = 4.32, and log2(30)=4.90). Also with LZ there was an increase but a relatively 

reasonable increase over different group transition probabilities. The reason behind 

Huffman's increase is that the constraint on group-to-group transition is not observed 

(i.e., zero-memory). And Lempel-Ziv technique observed longer correlations than there 

is actually defined in the system. 

5.2.2. Entropy Estimation of English Text 

As a standard test of most entropy estimation techniques; samples of normal 

English text can be used as test data. From the start of modern information theory; 

Shannon has tested the redundancy of English text [35] by using human subjects and was 

found by his measures to range from 0.6 to 1.3 bits per character. This low limit has not 
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been reached by any automated technique. Recent experiments reached a limit of about 

1.8 bits/letter ([34] reached 1.781 bits/letter, using extrapolating of entropy measured at 

the 6th extension). 

We tried the same experiment using Depth < 7, and EGF-3/4. We achieved very 

good results varying from 1.444 up to 1.795 bits/letter depending on EGF used. The 

lower estimates were achieved using EGF-3, with a c-parameter (i.e., exponent) �  0.23. 

This verifies the applicability of the EG technique for context-based data. 

5.2.3. Evaluation of pseudo-random sequence generators 

Pseudo-random sequences have a vast number of applications, between simulation 

and modelling natural phenomena, security algorithms and theoretical studies of chaos 

and randomness. The study of generators of pseudo-random sequence as well as 

verifying the randomness of their generated sequences is currently a very active research 

area in mathematics and computer science. (Discussed in Algorithmic complexity in 

section 3.x) 

Almost all definitions of random sequences will lead us to the same principle 

concept, that you can not deduce any information about next sequence elements from 

studying previous elements or by studying properties of blocks of symbols. This means 

that for a perfect randomly generated sequence with enough length, the entropy remains 

constant (within a reasonable range, statistically) for different memory depths and/or 

extensions. 

As a perfect example of random sequences, we will take the representation of the 

mathematical const Pi (p) in any radix, as they are all proven experimentally and 

statistically to behave as a good random sequence. 

We generated p to the first 5,000,000 bits using Chudnovsky's binsplit algorithm 

[9]. The next tables (5.5, 5.6, 5.7) show the entropy values of such a sequence for Depth 

value of 5, 5 and 10 and using 100, 1000, 5x106 symbols respectively. 
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 0 1 2 3 4 
1 0.9794 0.97915 0.9527 0.8825 0.8469 
2 0.97545 0.96185 0.91245 0.8548  
3 0.96256 0.92916 0.88056   
4 0.93597 0.89999    
5 0.90894      

Table 5.5: Entropies for pppp-sequence (length = 100 bits) 
 
 0 1 2 3 4 

1 0.9996 0.9998 0.9977 0.9907 0.9871 
2 0.99925 0.99835 0.99375 0.98845  
3 0.99813 0.995167 0.990933   
4 0.99555 0.992475    
5 0.9931      

Table 5.6: Entropies for pppp-sequence (length = 1000 bits) 
 
 0 1 2 3 4 5 6 7 8 9 

1 a a a a A a a a a a 
2 a5 a5 a5 a5 a5 a5 a5 a5 a  
3 a67 a67 a67 a67 a67 a67 a67 a33   
4 a75 a75 a75 a75 a75 a75 a5    
5 a8 a8 a8 a8 a8 a6     
6 a83 a83 a83 a83 a67      
7 a86 a86 a86 a71       
8 a88 a88 a75        
9 a89 a78         

10 a8           
Table 5.7: Entropies for pppp-sequence (length = 5 million bits), a = 0.9999, (e.g., a45 = 0.999945) 

 

The randomness of such sequence is clear. After processing 5x106 bits of it, the 

ratio between highest and lowest entropies found is about 0.0089% which can convince 

us –safely- to consider such a sequence as a random sequence. 

Applying such measure on p represented in another radix should as well give the 

same results.  Next table represents the results with the same input size (5x106 bits 

represented using radix 3) but with depth = 7 (as 36.3 �  210). The same near-constant 

behaviour is still evident (Table 5.8). 
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 0 1 2 3 4 5 6 
1 a9 a9 a9 a9 a9 a8 a7 
2 a95 a95 a95 a9 a9 a8  
3 a933 a933 a933 a9 a833   
4 a95 a95 a925 a875    
5 a94 a94 a9     
6 a933 a9      
7 a914       

Table 5.6: Entropies for pppp-sequence, radix 3 (length = 5 million digits),                                           
a = 1.584, (e.g., a45 = 1.58445), log2(3) �  1.58496 

 

We conclude this with a quick point that is we can test random sequence generators 

using whatever encoding of its output we choose, by comparing the max-min distance of 

the entropy gradient achieved. 
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CHAPTER 6 

 CONCLUSION AND FUTURE WORK 

6.1. CONCLUSION 

At the end of our work, we can say we have developed a new technique for entropy 

estimation of finite time series. Its data maintenance scheme is an efficient blend of the 

block estimation and KS-entropy estimation techniques. It is capable of calculating all 

different entropy approximation up to some a given level with the same amount of work 

and time used for the last level only. Problems that occur because of the lack of enough 

given data were enumerated and their effect was compensated during the technique's 

calculations. This technique when compared to other currently available techniques gives 

comparable values in the case of contextual data sources and superior results in all tested 

non-contextual statistical forms of data. 

Also, we added two new applications to the area where entropy estimation can be 

used at. First application is the investigation of finite memory machines. Deciding 

whether a given finite state machine can be implemented as a finite memory machine and 

if it is assumed number of states can be reduced or not. Also, we have shown how we can 

identify the size of internal storage needed for such implementation using entropy 

estimation. Second application is the studying of number properties. We performed 

several tests to find correlations between some of the number properties as number of 

factors and maximum factor value and the entropy of the sequence formed by the number 

digits. Both applications were investigated experimentally and reasoning for our 

observations and proposed methods of testing were given. 

6.2. FUTURE WORK 

This work is still open for research in both, the techniques and their applications. 

As we have still many loose threads to track in each branch, here is just a few of them: 
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Firstly, concerning estimation techniques: 

- Optimizing memory storage scheme. By using the proposed idea of 

abundant and scarce elements (i.e., the AEP) [24][30][37], we can split 

storage requirements between both classes. Accuracy of probabilities 

estimated for scarce sequences needn't be stored with the same accuracy as 

abundant ones. Also, we do not have to save each sequence's exact 

frequency; we can save them as groups of nearly equal frequencies. In this 

way, we can save a lot of storage space as well as considerable processing 

time for entropy calculations.  

- Better EGFs for certain sequences. Some EGFs can prove to be better 

accustomed for certain sequences with certain statistical properties and/or 

different source natures. For example, certain models were proposed for 

natural language text, others for music, and so on. We can then tailor these 

functions to have its parameters yield directly some inherent properties of 

the data source. Accompanying these tailored EGFs with different 

encodings of the data investigated can yield some interesting results. For 

text data sources, we may get parameters that indicate directly (with some 

probability of course, being deterministic in natural data processing is 

quite hard if not impossible) the type of text; poetry, some type of drama 

material, or human-human conversation/speech. And for music it can show 

what is the genre or epoch of such musical script. 

Secondly, concerning applications: 

- Estimating work needed for sorting by estimating sequence entropy. 

As mentioned in Sec 2.2, the problem of Sorting and Entropy values can 

be seen as quite related. We can start by trying out different encoding or 

views by which we can investigate finite time series (i.e., the symbol set 

elements) to get a measure of how much work will be needed to sort such 

a list, by getting a measure of its entropy. The problem is how to do this in 

complexity less than sorting itself (for example; a single pass over the data 

with a constant amount work per symbol) 
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- Number Theoretic Properties and Entropy Measures. As can be seen 

in the observations mentioned before in Section 5.1.2, there can be a non-

trivial relation between how random a number is in its non-unity radix 

representation and its number theoretic properties (e.g., primality, number 

of factors and divisors, belonging to some family of numbers …). Lots of 

theoretical research can be carried in this field including finding stronger 

relations than those observed, proofs of such relations and putting tighter 

probabilistic bounds on their efficiency. 

- Source Imitating: Using the collected data from a source to generate 

another data steam that has similar statistical properties, can be useful in 

automated systems of agents, robots … Exciting applications can be 

thought of as creating an artificial composer/painter/writer that will imitate 

the original person with respect to the complexity of his music/image/text. 

Dictionary based imitators often lack the depth of complexity and 

randomness in their generated copies. Combining both, can lead to better 

and more reliable results. 

- Feature vector Generation: Using different encodings of the same data 

can yield different entropy analyses results. These results can form feature 

vectors to be used in categorization, selection, and searching operations. 

Studying the effect of using different encodings on the resulting entropy 

can be of great theoretical importance.  
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APPENDIX A: PROOFS 

 - Some proofs of relations mentioned in the text are shown here,  
 

Maximum entropy is achievable with equiprobable symbols: 

Assuming we are given d symbols; 

If the d symbols are equiprobable; P(si) = 1/d, for every i. 
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(We used the identity; ln(z) 
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 1 - z-1) 

Therefore the entropy of the equiprobable source is always larger (or equal) than 

any other source with arbitrary probabilities. 

Relation between memory-based, and block entropies (Equation 2.10): 

We will proof eq. 2.10 from the basic definition of both; memory-based and block 

entropies; 
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Decay of Entropy by Extending the Power of the Entropy Estimating Machine: 

By considering more history of the input source (more memory), and/or 

considering an extension of the zero memory source (bulk symbols), we will prove that 

we obtain a monotonically decreasing entropy estimation. By logic, when relating more 

history, the conditional probabilities will be tighter, and lead to less (or equal) entropy. 

We will prove - formally – this behaviour over a few steps;  
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The last summation is proved to be less than zero using the identity; 
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Using (1) and (2); we can conclude that the normalized entropy (i.e., dividing by 

extension) decays monotonically (i.e., '// '
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APPENDIX B: SOURCE ENCODING 

Here we talk about some different ways to model a data source, and as a case study 

we will consider a musical signal in the sampled/quantized (digitized) form. Some of the 

examples and methods to model the hypothetical musical source will be restricted to 

music; others will be generic by nature. For example, encoding by delta modulation can 

be applied to a series of odd numbers (A very high statistical source, as every symbol 

appears exactly once) to render it a zero entropy source (repeating value of 2; the 

difference between any successive symbols).  

The reason for this quick study is to show how we can form a multilayered entropy 

gradient table to be used for constructing a feature vector as was mentioned in Section 

6.2. 

Alphabet Classes: 

First, we have to investigate how we will see the flow of symbols from this source: 

Case 1: Fixed Symbol Rate (FSR): 

Independent from the rate of playing or duration of each note independently, for 

example 15 symbols per second. It can be thought of as a sampling of played music, but 

with the samples corresponding to a higher level structure (i.e., pitch or a base frequency 

and its harmonics). 

Case 2: Variable Symbol Rate (VSR): 

Each played note can be taken as a symbol. Since there exist notes with different 

audible durations, we can have a variable symbol rate source. For example, some music 

script might contain many quarters while another contain many whole notes and so on. It 

can be thought of as key strokes of a piano performer. 

Case 3: Measure-based Symbol Rate (MSR): 

Each measure in the script is mapped into some complex system of symbols that 

map each possible measure into some form of a single symbol from the musical 
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information source. It is just another form of Case 1, but taking a higher musical 

structure into consideration. We can extend this Measure-based technique into higher 

level structures like triplets and lines of scripts, and so on.   

Alphabets: 

Second, we will consider the ways to symbolise the music heard; 

We have many parameters that can affect our symbol mappings. As in modelling 

any spoken language, we can take symbols as letters as written, or as phonemes, or as 

phonemes combined with timbre, or as rises and falls of level of new information in the 

given text and the expressive way of the talking person and so on. 

So we have in any flow of performed music, we can have many ways to see or to 

model music input. 

The octave we are using: 

a) Octave Number:  

  We can take the octave number itself as the symbol: O1, ... O7. 

b) Octave Change:  

  Or we can monitor octave changes between each two consecutive 

samples, we have three cases, upwards, still, downwards (i.e., three symbols: uo (up-

octave), so (same-octave), do (down-octave)).  

The note: 

a) Absolute Note Value: 

  Each note is a symbol: C1, G3, A4, ...  

  Here the octave value is known from the note (a more detailed version of 

octave-based modelling). 

b) Octave-Free Note Value: 

  If we took just C, A, B, D, ... (omitting octave value), then we can say we 

lost nothing, since the same music script if played in different octaves it will be the same, 

just a shift upward or downward in overall pitch. And this happen normally if we 
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changed the instrument used in playing such script). That only makes a difference with 

broad music spectrum. We meet such cases in chorals and marches in few orchestras and 

other complex musical forms, but we can almost always separate between different 

tracks with simple logic, or using the aid of a professional musician. 

Using the Simple Digitized Form of Music: 

a) Quantized Samples: 

  Samples values; highly quantized and with low sample rate. 

b) Zero-Crossing: 

  A binary value showing whether this value shows a crossing over the zero 

level from the positive side to the negative side of the samples’ value range. (+/- 

Amplitude). This measure was used before in voice/music identification process in which 

it was taken as a feature parameter that can help in their separation. 

Premature transcripted music: 

 Here we use the output of a transcription system before completing its task 

(removal of harmonics, quantising over time, considering composers natural habits of 

favouring some musical forms over others ...). This is more informative in some cases. 

For example, in the case when effects of constructive interference between harmonics of 

different base frequency appear to be audible and effective. 

Signal Energy Mode: 

  We can focus on the centre of the power spectrum of the signal, because 

such measures has the advantage of not being affected at all by harmonics produced 

along with the main frequency in every musical instrument (and it has an unknown 

amplitude decay ratio if we do not have complete information about the playing 

instrument), and this can cause very undesirable effects in any transcription system (as 

discussed in chapter 2). 

First cut frequency components: 

  This sometimes appears handy in case we have more than one instrument 
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audible or if the Signal Energy Mode is not quite useful due to ties between frequency 

energy peaks.  

Tone Wave Forms: 

A more complicated alphabet is using wave forms deduced from note distribution, 

rises/falls and relative duration. 

For example: ACB is equivalent in some sense to:   DFE. 

Both sequences contain a double height rise then a one step fall. 

Also, AEC can be detected to be equivalent to: DFE. Since when we scale the first 

in frequency down by half we will find the same form of the second one. 

The same is true if we extended or compressed any of them in the time domain. 

Such alphabet is hard to implement into the information source analyzer but it will 

be much closer to the human brain way of composing music. As many music 

theoreticians believe, Humans see music as a sequence of a predefined set of implicitly 

defined small sequences of tones. And that as we all might see is felt in the way all 

creatures feel the beat of a running music and instantaneously feel any disturbance in 

such important factor of all musical forms. 
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APPENDIX C: SPECIAL DISTRIBUTION DATA SOURCES 

C.1. EXPONENTIAL DATA: 

Generating Data: 

It is required to generate test files with the distribution mentioned in Sec 5.2.1.  

Example: Given that the number of symbols is 5, the resulting distribution for 

output symbols will be: 

Symbol s A B C D C 
P(s) 0.0625 0.0625 0.125 0.25 0.5 
Table C.1: Probability of Exponentially distributed symbols, N=5. 

 

The code used to generate the data files used for testing is presented here and 

converted to generic pseudo code: 

Set Random Seed to some value (e.g., function of 

time and memory content), saved for future referenc e. 

 

rndbound = 2 ^ (n + 1) 

FOR i := 1 TO SizeNeeded 

    x = INT(LOG2(RND * rndbound)) 

    IF x > 0 THEN 

        Output s = char(64 + x)  

                // ASCII shift: 1, 2 ... to A, B .. . 

    ELSE 

        Output s = "A" 

                // Special case handling, RND <= 0 

    END IF 

NEXT 

Algorithm C.1: Exponential Data Generating Algorithm 
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This mapping is identical to the following pseudo code: 

Generate Value x 

If bit (n) of x is 1 then        symbol is n 

elseif bit (n-1) of x is 1 then  symbol is n-1 

… 

else                             symbol is 0 

end if 

Algorithm C.2: Exponential Data Generating Algorithm (Version 2). 
 

The same can be obtained by the standard mapping E = -log (U). We will still need 

to transform the base from natural logarithm to whatever base desired (simple scaling), 

and snapping the results to appropriate integers (or any ordinal or discrete data form). 

Calculated Entropy: 

A longer list of the entropy values is presented here;  

N 2 3 4 5 6 

Exact 
Entrop

1 1.5 1.75 1.875 1.9375 

      

N 7 8 9 10 11 

Exact 1.9687 1.984375 1.9921875 1.99609375 1.998046875 

      

N 12 13 14 15 16 

Exact 1.9990234375 1.9995117187
5 

1.9997558593
75 

1.9998779296
875 

1.9999389648
4375       

N 17 18 19 20 x 

Exact 1.9999694824
21875 

1.9999847412
10937 

1.9999923706
05469 

1.9999961853
02734 

2-0.5x-2 

Table C.2: Entropy of Exponentially Distributed Symbols (N = 2 … 20) 

 

This table shows the entropy of the distribution under investigation for symbols 

from 2 symbols (trivial case) till we reach 20 symbols. It is obvious that large numbers 

higher than this do not give any further detail, as the value comes very close to 2.0.  

As was mentioned in section 5.2.1, the form of this numbers is a 2-f(n); where f(n) 

decays exponentially (i.e., asymptotic rise to constant value (2)). This dictates that the 



 86

form of the shown curve will be the same wherever we zoom. This can be related to the 

memory-less behaviour of exponential functions, and can be related logically to the 

entropy estimation technique to be chosen to give better/faster results (It was shown that 

Huffman technique – which is a memory-less technique –, gave near exact results to the 

theoretical values).  

It should be mentioned that the EG method was tested and was found to converge 

to the values given in this table till its last entries with a very high accuracy (as Huffman 

technique) in comparison to other techniques specially context based techniques as 

Lempel-Ziv. 

C.2. LOCALITY GRAPHS 

Generating Data: 

Generating data sets for the locality graph with its definition discussed before in 

Sec 5.2.1 is made in the same way we calculated its theoretical entropy value. We will 

generate the inter-group and intra-group codes independently. 

Here is the pseudo-code for such generator (given N Groups with M nodes per 

group, and shift probability = p): 

Grp_Code = 0 

FOR n := 1 TO DataSize 

     x = Random (0, 1, … M-1) 

     u = Uniform (0,1) 

     IF u<p THEN 

          Grp_Code = (Grp_Code+1) MOD N ; 

     Output: <Grp_Code, x>  

        //Or as a single value:  Grp_Code*M + x 

NEXT 

Algorithm C.3: Locality Graph Output Data Generatin g Algorithm. 
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C.3. CALCULATING PI APPROXIMATIONS: 

In section 5.2.3, where we took p as an example of random sequences, we used up 

to 5 million digits of pi. To calculate this number of digits, we used Chudnovsky 

brothers' algorithm [9]. 

For many centuries, the constant p was known and used by engineers, 

mathematicians and astrologists. Although it is sometimes called the Archimedes 

constant, it has its traces some time before him. There is strong evidence that it was 

known and used by scientists in ancient Egypt (For example, in the great pyramid, the 

ratio between some of its dimensions is –with very reasonable precision- equal to p, as 

the perimeter to the height).  

Many techniques were known and modified to calculate as many digits of p as 

possible. Nowadays, all digits till the 10 billionth are known, and more. 

Symbolic Computation software such as Maple or Mathematica can compute 

- using one of the many known algorithms - many thousand digits of p quite easily and in 

no noticeable time.  

Many simple methods based on elementary formulas involving p are available. But 

their common problem is the slow convergence (i.e., number of correct digits calculated 

does not grow fast enough with each iteration). For example, one of the simplest of them 

all; 

p = 4*arctan(1) = 16 * arctan(1/5) – 4*arctan(1/239), 

then we can – using the Taylor's expansion – sum as many terms to get the 

accuracy for p as needed. Another recently designed form of the above formula 

generalizes the terms used. It depends on the upcoming relation; 

arctan(1/F2i) = arctan(1/F2i+1) + arctan(1/F2i+2). 

More involved techniques were developed to provide faster convergence, or that 

have less space/time complexity which is a necessary condition to reach those billions of 

digits. A category of those are methods based on using formulas coming from 

Arithmetic-Geometric mean computations. They have the advantage of converging 

quadratically, (i.e. you double the number of decimals per iteration). For instance, to 

obtain 1,000,000 decimals, around 20 iterations are sufficient. The disadvantage is that 
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you need FFT type multiplication to get a reasonable speed, and this is not so easy to 

program if absolute accuracy is needed, and the number of digits that you deal with is in 

the order of the maximum number of digits requested from the very first iteration of the 

algorithm. 

The Russian mathematicians Chudnovsky brothers (David and Gregory) have 

computed 8 billion digits of p on a home assembled super-computer. They used a slightly 

modified (modified for easier and more efficient implementation) version of 

S. Ramanujan's [8] method, that was based on complex multiplication of elliptic curves. 

This modified technique adds 14 correct decimal digits for each extra term of the 

summation term. It works as follows; 

53360,327843840,100100025

,640320,13591409,545140134

)8()!3(!

)()!6(
)1(

:

654

321

0 54
3

12

36

===

===

+
-=

=

�

¥

=

kkk

kkk

And

kknn

nkkn
S

Where
S

kk

n
n

n

p

 

The way it is written, all operations to compute S can be programmed very simply 

since it only involves multiplication/division by single precision numbers. For example, 

this is why the constant 8*k4*k 5 appearing in the denominator has been written this way 

instead of 262537412640768000. 

Just to show the extremely fast conversion rate of this method, here is the value of 

p calculated by its first terms; 

n nth  term in "S" value Cumulative value of Pi 
0 13591409.0 3.141592653589734496 
1 -2.553837355430253024 e-07 3.14159265358979356 
2 1.331835753092511776  e-21 3.14159265358979356 
3 -7.44345213354737246  e-36 " 
4 4.327498008042742193  e-50 " 
5 -2.578095869142372418 e-64 " 
6 1.561384045300872491  e-78 " 
7 -9.568735870072905595 e-93 " 
8 5.916453504268870178  e-107 " 
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9 -3.683642007525323772 e-121 " 
10 2.306233398395187211  e-135 " 

Table C.3: Pi Calculations using Chudnovsky's technique. 
 

The result completely converged after 3 terms, as the precision used for populating 

this table was the standard double precision. Note the exponent is decreasing in steps of 

14, which is the number of significant digits added by each added term as mentioned 

before. 
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